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KGTP E—/MBEFEF SR AL _ESert 4T Linux PNAZHIN FIF2 R (8135 Android)|(a) 54 m
HIRERES .

{FF KGTP REE 7£ Linux N#%_ 3T PATCH EZEBEZE ¥ , RESF KGTP &3
insmod e 2L,

Hit Linux Rizde ft—MxfE GDBAREN | TRERMESE TN FEN LM GDB a1
fﬁ;ﬁ%ﬁiﬁ%@%ﬁm% GDB tracepoint FEfh—LeTNEE VB 1 IRE Linux ;N#%
N FRFERF.

REARF_Li&%F GDB M BRI A 7] ArIEfEEN , KGTP el LA B AR KThaE AR
¥ (M./sys/kernel/debug/gtpframe FIZELIEK) .
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KGTP X#f X86-32 , X86-64 , MIPS 1 ARM ,
KGTP S RABARASH) Linux P9#% (M 2.6.18 ZIFFAR).

&%) UPDATE %% KGTP HEF{EE.


https://github.com/teawater/kgtp/blob/master/UPDATE
http://www.infoq.com/cn/presentations/gdb-sharp-knife-kgtp-linux-kernel
http://www.tudou.com/programs/view/fPu_koiKo38/
http://www.youtube.com/watch?v=7nfGAbNsEZY

HREECEF 251 KGTP

#kgtp.py BEAY L B3NECE fF3) KGTP # GDB,
#E—RFERAXNHAFTES RN ARAT - LEFE TR

wget
https://raw.githubusercontent.com/teawater/kgtp/master/kgtp.py
sudo python kgtp.py

#177[R NAZ I AE

(gdb) p jiffies 64

$2 = 5081634360

#AEERH vfs_read LIRE trace mIFWEX A REL backtrace 58
(gdb) trace vfs read

Tracepoint 1 at Oxffffffff811b8c70: file fs/read write.c, line 382.
(gdb) actions

Enter actions for tracepoint 1, one per line.

End with a line saying just "end".

>collect $bt

>end

(gdb) tstart

(gdb) tstop

(gdb) tfind

Found trace frame 0, tracepoint 1

#0 vfs read (file=file@entry=0xffff88022017b000,
buf=buf@entry=0x7fff0fdd80f0 <Address 0x7fff0fdd80f0 out of
bounds>,

count=count@entry=16, pos=pos@entry=0xffff8800626aff50) at
fs/read write.c:382

382 {

(gdb) bt

#0 vfs read (file=file@entry=0xffff88022017b000,
buf=buf@entry=0x7fff0fdd80f0 <Address 0x7fffOfdd80f0 out of
bounds>,

count=count@entry=16, pos=pos@entry=0xffff8800626aff50) at
fs/read write.c:382

#1 Oxffffffff811b9819 in SYSC read (count=16,
buf=0x7fffofdd80f0 <Address 0x7fffOfdd80f0 out of bounds>,
fd=<optimized out>)

at fs/read write.c:506
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tracepoint fZ1EBE | #RA]UGHT {5 1EFE
Fr IR AAB4 A GDB 76MJ? tracepoint
BEIREEE. XH M mafEIbfRFER
KGTP #f tracepoint 711*%0 5% GDB
tracepoint FA{A{FEAE .
1% Memory GDB Z1EF2Ffa(tiF |#RE]AFE tracepoint FiR EAFIAH action Wi
AEE), eUA #7722 traceframe & , 7f tracepoint {&1F
GDB ﬁé\"print"ﬁ RS I{E. collect exprl, expr2, ... A
F'x"ENRFEFHA | tind 164F trace IR 7 BEHKIEE
7. B E RO ATE NS E N R F TR R B 4%
EMIKNTE, BN E B0 Y EiHE
Step # GDB mJ L s KGTP R4&4=1t Linux N#% , {82 tracepoint
continue 4'"continue"#4F2 | TAFFIAFIE L. BshAl{=1E tracepoint
Fe93dT , A CTRL-C |2i#H while-stepping tracepoint itk —3E
FIEH, ¥4 single-stepping #Afa1k KGTP Y]z
B AR, Jzifﬁ*—ﬁ'i‘ti%#tﬁ*ﬂﬁﬁ#tﬁunv
{# F§ while-ste Linux
Backtrace GDB o[ AR KGTP 8] A, ill]{ﬁf backtrace (stack
4"backtrace"}TEl4¢ |dum
HRVE Ak
Watchpoint GDB #J LA KGTP mJ LA watch tracepoint 12178
watchpoint 1.FF2F1E | 20 F watch tracepoint 2= HIHE 4ERT S10F

9




SO R R A RO
{BIE.

NLE(E]

1A FHeRE

GDB ®J A %4 "call
function(xx,xx)" A

T2 RN,

KGTP o] LA A B NZF R %, a0{D3Ein
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N {# A GDB 2% KGTP
IR ERA0VE Linux NA%

fEEIEEN E VIR 4 RE

7£ GDB %% KGTP PG , tnR %A A GDB %4 "tind "1%&#%F—4& trace WZEFE®EmK K
B , GDB #abT TEHENX. FEMKRITUERERINF(Linux WV&%FHF&T?)E‘HE%D
trace WL EMIE.

WRRIEFET —A trace Mi%KE , —Iuﬁﬁ GDB #34"tfind -1"R[EFEBHEN, ERIEZ
BERXE AR UEMEEYE GDB i "tind"WEZEE.,
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Linux N#ZKN 7
BFlan¢ReT AR T A 4ia) "jiffies_64"
(gdb) p jiffies_64

HE VR A T ERar4$350R) "static LIST HEAD(modules)"HI%—410X :

(gdb) p *((struct module *)((char *)modules->next - ((size t)
&(((struct module *)0)->list))))

&R LA E"DEFINE PER CPU(struct device *, mce device);"CPUO B#UE :
p *(struct device *)(__per cpu_offset[0]+(uint64 t)(&mce device))

WMFRAEER—> GDB e 4 B/RENXE | BER TENFIF

(gdb) printf "%4d %4d %4d %4d %4d %4d %18d %lu\n", this rq-
>cpu, this rq->nr running, this rq->nr uninterruptible, nr _active,
calc load tasks->counter, this rq->calc load active, delta, this rq-
>calc load update

210000673538312 717077240
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trace KT &

Wﬂ%%ﬂiﬁrﬂWﬁ—ﬁmé\m‘m TSV. %] WA m trace WATE REES
TSVH{EE.

13



GDB tracepoint

tracepoint #i2 GDB & X —Lttht Fl—LEh{E, #£ tracepoint Bahz f5 , & Linux N#%
PUTE AR AR , KGTP BT X E(BENIFRB LS ERIBFHFAN
tracepoint BRI FHHEC IR LA B AR(KGTP), /5 , Linux RAEAREMIT.

KGTP 27— M a]AiE GDB 8 K2 FFH ) tracepoint Pz s R AT,

FT XL, XABTEERN BT "/sys/kernel/debug/gtp" , ¥1EFEN
£1"/sys/kernel/debug/gtpframe" #1 "/sys/kernel/debug/gtpframe pipe".

GDB tracepoint X471
http://sourceware.org/gdb/current/onlinedocs/gdb/Tracepoints.html,
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& E tracepint

trace @59 IFFH K Y break 54 , EMSIHATUAR AT , ERBATE—PHbht. trace ¥
N —ANEHEZMIEE X — tracepoint , KGTP BAEX A A —LemniE,

X R —LfE  trace sy SHIBIT
(gdb) trace foo.c:121 [/ —ANXHEHNITS

(gdb) trace +2 /2 1T7A A

(gdb) trace my function // BR¥EE—1T
(gdb) trace *my function // RS — bt
(gdb) trace *0x2117c4  // — bt
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XA R SR E{E 218 B tracepoint 2I|_E 4 Lk Kanfa4hiE

GCC AT ERFHITHZES inline —L¥ static Rk, EABEFXHEE inline K%M
5, FTLMRABER B tracepoint ERE 4 L.

fra] LA "trace TSR EIRERT .
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WN{i% B £ 1F tracepoint

http://sourceware.org/gdb/current/onlinedocs/gdb/Tracepoint-Conditions.html

# breakpoint —#¢ , FK(TATPLXE tracepoint Hifiik &4, MBRAKHRERTE
KGTP H$478 , BTl E Lk breakpoint (& HREIRES .

a0 -

(gdb) trace handle irq if (irq == 47)
tracepoint 1 WENMERR7E irq & 47 WIHEA AT,

1R LA GDB 454 "condition"1%X & tracepoint lfiik 2. GDB 454 "condition N
COND"¥i&% & tracepoint N R F % COND AEKBHRHIT.
a0 -

(gdb) trace handle irq
(gdb) condition 1 (irq == 47)
GDB %54 "info tracepoint" £ /x tracepoint f] ID,

$bpnum K{EE&/F— GDB tracepoint i ID , FTRA{RA]AARE4E tracepoint ] ID
A condition KIFE &R ER tracepoint K54 , 40 :

(gdb) trace handle irq
(gdb) condition $bpnum (irq == 47)
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nf4biEEER "Unsupported operator (null) (52) in

expression.”

NRIRE MR TFHEM&M tracepoint , FRIEFR"tstart" MR A]BESEIX N HEAEREE.

jullls

RAT LAY, char 4 int SRALIEXANE)E |, 4140 :

(gdb) p/x ‘A’
$4 = 0x41
(gdb) condition 1 (buf[0] == 0x41)
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actions [num]

XA R IRE —2H action ¥ tracepoint num fif X EHEHIT, INRIZAHRE num N
¥R E action R AIE K tracepoint k(AR AE X — tracepoint X fa B #

A actions MAFESH). ARMELEREBA action , &G end H4ER. FIBFRTAL ,
¥ F5 action F collect , teval  while-stepping.
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collect exprl, exprz2, ...

% tracepoint il ZKIEHE , WERERME., XM HLAHEZRESHEIN—HIIEK , X
WHRFETAINEL R , BEESEAMTE |, ] FHRXLSE

$regs WEEHEFFR.

$args WEERESH.

$locals WELEEENAEE.
5 /E& collect —/ME4t(collect ptr)¥ R EE collect IXANFESTROMEIE . FEFESTRIEIEIN—
A * g4t action collect F55HFER F%¥IE (collect *ptr).
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teval exprl, expr2, ...

% tracepoint iR MEHE , PUTTEERIFOAN., XN SRR AE SHRIK—HS K,
FRIERAPERBHBEE , FIAREEXNERRIEERER| trace KELEF (see LB
trace KA E) , MAFAAE collect —HEIEXLE{E72ZI trace Wi,
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while-stepping n
% &/ while-stepping it Linux RNAZ{i# 5 KEMAERE.

22



Bah# =1k tracepoint
tracepoint R B FHEAK GDB 64 Bah/a 4 v] ST action :
(gdb) tstart

BRI TER G
(gdb) tstop
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Enable # disable tracepoint

#1 breakpoint —#¥ , tracepoint B[P GDB %54 "enable" #1 "disable", {BEi&
& BEA1R1E tracepoint =1 ERHEB L,
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A tfind 1%&#% trace R EFEHERIKE

tracepoint {= 1 fAHE , GDB #54"tfind" o] LA kL% trace WEFZE AL E.

W GDB 7£"tfind "&£ Uz , H R AER /R tracepoint action collect (I7ZEET XML H
FE¥EE. ATL GDB ¥ i — 4R (5 BN RABFTENIZ A collect EIRFIZ0REI S35
XAZ bug , AREL.

MRAEFET—&E |, T BEXERGS thnd", BwaJLAA"tfind &8 ID"H£EFEFEA
%H.

EoFEEEX (LB E R E a2 ErE) , EE A GDB 4"tfind -1"., &%
http://sourceware.org/gdb/current/onlinedocs/gdb/tfind.html EN{5E KIEMEE..

25
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M4 IE4ER "No such file or directory.” =% "R E A4

Hx."
¥ GDB AgEHE! Linux WAZIRREHIEHE , i BRXMERER. 520 :
(gdb) tfind

Found trace frame 0, tracepoint 1

#0 vfs read (file=0xffff8801b6c3a500, buf=0x3f588b8 <Address

0x3f588b8 out of bounds>, count=8192,
pos=0xffff8801eee49f48) at /build/buildd/linux-

3.2.0/fs/read write.c:365

365  /build/buildd/linux-3.2.0/fs/read write.c: IXBHAN Xk Bx.

#R] A8 GDB %54 "set substitute-path" 4MEE . FIEX/MF Linux PAZIRRD
7£"/build/buildd/test/linux-3.2.0/"{E& vmlinux 1.t GDB 7£"/build/buildd/linux-
3.2.0/"$¥P%mW |, ¢RAT AL IEAA] -

(gdb) set substitute-path /build/buildd/linux-3.2.0/
/build/buildd/test/linux-3.2.0/
(gdb) tfind
Found trace frame 1, tracepoint 1
#0 vfs read (file=0xffff8801c36e6400, buf=0x7fff61a8f110
<Address 0x7fff51a8f110 out of bounds>, count=16,
pos=0xffff8801761dff48) at /build/buildd/linux-
3.2.0/fs/read write.c:365
365 {
GDB e H i dn 4L IR [R)E | 15 F
http://sourceware.org/gdb/current/onlinedocs/gdb/Source-Path.html BR15th{[ 1]

JAIéjuj o
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R 7% trace W5 B2 — X HF

/sys/kernel/debug/gtpframe E—/ % KGTP {=1EE K tfine #4=, (GDB "] RUEELE )
AN,

5 RS B ep" NEERIFHANIEIXANEE |, TR "cat /sys/kernel/debug/gtpframe
> /gtpframe"# D&,
{RA] ATE B E RN BHRFTH X4 gtpframe:
(gdb) target tfile ./gtpframe
Tracepoint 1 at Oxffffffff8114f3dc: file /home/teawater/kernel/linux-
2.6/fs/readdir.c, line 24.
Created tracepoint 1 for target's tracepoint 1 at Oxffffffff8114f3cO0.
(gdb) tfind
Found trace frame 0, tracepoint 1
#0 vfs readdir (file=0xffff880036e8f300, filler=0xffffffff8114f240
<filldir>, buf=0xffff880001e5bf38)
at /home/teawater/kernel/linux-2.6/fs/readdir.c:24
24 {
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B ~F1174E tracepoint
#Ra] LA GDB 454 "info tracepoints" B /RETH K tracepoint,

#Ra] AP GDB %34 "save tracepoints filename"{£ 72 B K% E tracepoint ipEcd]
X4 filename B, FE4RAAEZ G GDB %54 "source filename"{& & & Fix Lt
tracepoint,
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k& tracepoint

GDB 734 "delete id"¥#f& tracepoint id, ZnR"delete"iXE5%¥k , NBE&TE
tracepoint,
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FA tracepoint \NiZFE o ETERERE
THERICKNIZA AR vis readdir"BFEFERSEE061F

(gdb) target remote /sys/kernel/debug/gtp
(gdb) trace vfs readdir
Tracepoint 1 at OxcOlalacoO: file
/home/teawater/kernel/linux-2.6/fs/readdir.c, line 23.
(gdb) actions
Enter actions for tracepoint 1, one per line.
End with a line saying just "end".
>collect $reg
>end
(gdb) tstart
(gdb) shell Is
(gdb) tstop
(gdb) tfind
Found trace frame 0, tracepoint 1
#0 OxcOlalacl in vfs readdir (file=0xc5528d00, filler=0xc01a1900
<filldir64>,

buf=0xc0d09f90) at /home/teawater/kernel/linux-
2.6/fs/readdir.c:23
23  /home/teawater/kernel/linux-2.6/fs/readdir.c: No such file or
directory.

in /home/teawater/kernel/linux-2.6/fs/readdir.c

(gdb) info reg

eax 0xc5528d00 -984445696
ecx 0xc0d09f90 -1060069488
edx 0xc01a1900 -1072031488
ebx OXfTfffff7 -9

esp 0Oxc0d09f8c 0Oxc0d09f8c
ebp 0x0 0x0

esi 0x8061480 134616192
edi 0xc5528d00 -984445696
eip Oxc0lalacl Oxc0Olalacl <vfs readdir+1>
eflags 0x286 [ PF SFIF ]

cs 0x60 96

SS 0x8061480 134616192
ds Ox7b 123

es Ox7b 123

fs 0x0 0

gs 0x0 0

(gdb) tfind

Found trace frame 1, tracepoint 1

OxcOlalacl 23 in /home/teawater/kernel/linux-2.6/fs/readdir.c
(gdb) info reg

eax 0xc5528d00 -984445696
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ecx 0xc0d09f90 -1060069488

edx 0xc01a1900 -1072031488
ebx Oxfffffff7 -9

esp 0Oxc0d09f8c 0Oxc0d09f8c
ebp 0x0 0x0

esi 0x8061480 134616192
edi 0xc5528d00 -984445696
eip Oxc0lalacl OxcOlalacl <vfs readdir+1>
eflags 0x286 [ PF SFIF ]

cs 0x60 96

SS 0x8061480 134616192

ds Ox7b 123

es Ox7b 123

fs 0x0 0

gs 0x0 0
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FA tracepoint \NiZF XS BETERE
TESITRABARRE Vs readdir'i"jiffies 64" HIEMHIF

(gdb) target remote /sys/kernel/debug/gtp
(gdb) trace vfs readdir

Tracepoint 1 at Oxc01ed740: file /home/teawater/kernel/linux-
2.6/fs/readdir.c, line 24.

(gdb) actions

Enter actions for tracepoint 1, one per line.
End with a line saying just "end".

>collect jiffies 64

>collect file->f path.dentry->d iname
>end

(gdb) tstart

(gdb) shell Is

arch drivers include kernel mm Module.symvers
security System.map virt

block firmware init lib modules.builtin net sound t
vmlinux

crypto fs ipc  Makefile modules.order scripts source
usr vmlinux.o

(gdb) tstop

(gdb) tfind

Found trace frame 0, tracepoint 1
#0 0xc0led741 in vfs readdir (file=0xf4063000, filler=0xc01ed580
<filldir64>, buf=0xd6dfdf90)
at /home/teawater/kernel/linux-2.6/fs/readdir.c:24
24 {
(gdb) p jiffies 64
$1 =4297248706
(gdb) p file->f path.dentry->d iname
$1 = "b26", '\000' <repeats 28 times>
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BRYUFAIX—% trace RFEEHFEMHATEER
ER"tind"®FIF—1 %8, RAITRUA"tdump”,
(gdb) tdump
Data collected at tracepoint 1, trace frame 0:
$cr = void
file->f path.dentry->d iname =
"gtp\000.google.chrome.g052Y0O\000\235\337\000\00010001000\200\

067k\3641200\067", <incomplete sequence \364>
Jiffies 64 = 4319751455
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V18 tracepoint KRS

5 GDB %34 "tstatus".
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W E trace X GFAREAEF
http://sourceware.org/gdb/current/onlinedocs/gdb/Starting-and-Stopping-

Trace-Experiments.html
DR GEFEANE L T A RIEMNEE. HEFH T % , tracepoint ¥{= 1k,
THRGSKIRE trace FFENEHNERE , YE&FHTREME , ¥ EafkaROIEF

2k%: trace,

(gdb) set circular-trace-buffer on
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GDB i H i ig ~ZE /= 1k tracepoint
http://sourceware.org/gdb/current/onlinedocs/gdb/Starting-and-Stopping-

Trace-Experiments.html
EOABIT , &4 GDB Wi KGTP IEHE% B 3= 1k tracepoint 3k trace i,

THERH4¥FTIHF KGTP disconnect-trace, fEiREZJ5 , ¥4 GDB WiFF KGTP i1z ,
KGTP A fZ1k tracepoint, GDB E#1i%% KGTP plBf% , FH ] ALkESHEH] KGTP,

(gdb) set disconnected-tracing on
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kprobes-optimization 1 tracepoint {5 17i% &
K4 tracepoint 4 Linux Wiz—EH1T , FTAERREHZINE REHITRRE.

KGTP tracepoint 2&F Linux 4% kprobe, HA%i# kprobe 2ETF M S3E4 | ATLL
THREEARZRIR,

BEINE/RE arch £ X86 64 5 X86 32 M ENIXELE X ATTH "Preemptible
Kernel" (PREEMPT) , kprobe f)i& E¥4% kprobes-optimization
(CONFIG OPTPROBES){iES1R%.

AJ AR T 5 4 SR AfIA

sysctl -A | grep kprobe
debug.kprobes-optimization = 1
XM EEM BRI AL X #F kprobes-optimization,

15 18 —L KGTP i1aEa-$3K tracepoint R aE(E AL IE kprobe B {# RO HF
kprobes-optimization, XASEAENRXLINEEMIHRIGINIZEE , 2NRIFRAE
tracepoint fE B kA B G fd FIXLETNRE,
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{4 A trace KEZL =

http://sourceware.org/gdb/current/onlinedocs/gdb/Trace-State-Variables.html
trace IKEZTER/IR TSV,
TSV ] BAFE tracepoint action 1 condition ##i/5(7] , I B T E#E# GDB #5477,

7 1175 GDB 7.2.1 MEMMIRAE I trace REZXE , bLABA1%H) GDB RELET &
4"info tvariables"Hi#% trace SKEZLEMIE.
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3 9E trace K ST =
TN trace RELTES$cC.
(gdb) tvariable $c

trace KEXE $c WAEFH ¥R 0. THEH action BEA$cICRAZERLET £DX
IRQ.

(gdb) target remote /sys/kernel/debug/gtp

(gdb) trace handle irq

(gdb) actions

Enter actions for tracepoint 3, one per line.

End with a line saying just "end".

>collect $¢  #Save current value of $c to the trace frame buffer.
>teval $c=$c+1 #Increase the $c.

>end

PR P EN T EREEZIRESEER |, (ERFIIEICHEAX/MEAN uint64 t",
>teval $c=(uint64 t)a

HRAT LB $C A Y trace TEIE1TEE (= LR,
(gdb) tstart
(gdb) info tvariables
$c 0 31554
(gdb) p $c
$5 = 33652
(gdb) tstop
(gdb) p $c
$9 = 105559

L& A tfind I , YRA] AT trace frame buffer, 1R trace KETEHWET |
RA] AEE B H Sk,

(gdb) tstop

(gdb) tfind

(gdb) info tvariables
$c 0 0
(gdb) p $c

$6 =0

(gdb) tfind 100
(gdb) p $c

$7 =100

WNREFERIHMZE |, l8) trace REAFEM tracepoint action BBz , ATAE TR
B4 trace K EL EM =R,
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TEXNMIFEMEIE—1% CPU R T UERF B,
>teval $c=%$c+1
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Per _cpu trace' R ST E

Per cpu trace KL ER —FMSHIANEIE trace IRKELE. %H— tracepoint action
ViR EHE , BB 3haX4 CPU | Per cpu trace KL E,

EARMIR :

1. 3/7]8] Per cpu trace RESAE M tracepoint actions RFEFEEALKMRIMR |, FIAER
FEX trace WS EMB. ATAHAELZ AN 25 LR EFIR,

2. BESHEREA CPU i tracepoint actions tbE i@ trace KETEER 5.
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T E X
Per cpu trace KEEEFWFPLEEY

A CPU A E

"per cpu "+string
5E

"p "+string
Bilgn

(gdb) tvariable $p count
f£ tracepoint action Fij[A1XA trace WX ERHE , FKREXANTEEXD
action 151T7H) CPU LA,

CPU id T =

"per cpu "+string+CPU id
BE

"p "+string+CPU id
Bilan

(gdb) tvariable $p count0

(gdb) tvariable $p countl

(gdb) tvariable $p count2

(gdb) tvariable $p_count3
1 tracepoint action 2t# GDB 45 {THiA[aIX N2 EHE , B IREXANTETE
CPU CPI id k1A,

TEXAMIFAII AR XN XA EV EHEA CPU EX CPU id &, (i EE AXLtd
A&7 BIEEIL GDB % _F KGTP, )

(gdb) set $tmp=0

(gdb) while $tmp<$cpu number
>eval "tvariable $p count%d",$tmp
>set $tmp=$tmp+1

>end
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B+ 1
XAMBIFREX T —MExE4 CPUREAZ X vEs_read K tracepoint,

tvariable $p count
set $tmp=0
while $tmp<$cpu number
eval "tvariable $p count%d",$tmp
set $tmp=$tmp+1
end
trace vfs read
actions
teval $p count=$p count+1
end

F R4 I tstart" fFBREA CPUERT £k vfs read :

(gdb) p $p _count0
$3 = 44802

(gdb) p $p countl
$4 = 55272

(gdb) p $p count2
$5 = 102085
(gdb) p $p count3
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BlF 2
XABIFIRR T 84 CPU XA IRQ B RIRK AR stack dump,

set pagination off

tvariable $bt=1024

tvariable $p count

tvariable $p cc

set $tmp=0

while $tmp<$cpu number
eval "tvariable $p cc%d",$tmp
set $tmp=$tmp+1

end

tvariable $ignore_error=1

trace arch_local irq disable
commands
teval $p count=$clock
end
trace arch local irq enable if ($p count && $p cc < $clock -
$p count)
commands
teval $p cc = $clock - $p count
collect $bt
collect $p cc
teval $p count=0
end

enable
set pagination on
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455% trace ;K SAE $current_task
$current_task pid , $current_thread info ,
$cpu_id , $dump _ stack , $printk level ,
$printk format , $printk tmp , $clock,
$hardirq _count , $softirq count # $irq count

KGTP #55% trace K EF E$current task , $current thread info , $cpu_id
$clock ATPUR A BHVTRIEFFIRAE , Y ¢RA GDB %2 KGTP fE5t T AR th].
fRATAE tracepoint Z A0 actions B fg Fth{i].

1£ tracepoint 4% actions Eijja]$current task aJPUE{E get current()IR [El{E,

1£ tracepoint &#4#0 actions Eifj[a)$current task pid aJPLENYS get current()->pid
HIE.

1£ tracepoint &{4# actions Eijjja]$current thread info a]PAER{S

current thread info()fiR [El{E.

1£ tracepoint 4% actions Eijja]$cpu id AJUHIE smp processor id()IR [EI{E,

7£ tracepoint 440 actions Eijjfa)$clock ATRAERAT local_clock(ORiR [EME , il RH
1BHED A B ARORT TV,

$rdtsc RAEMRRLEAR X86 i X86_64 EHMEVIRNE] , (EMEHEIAIE AT ES A
4 RDTSC Bi8§ TSC H1E.

1£ tracepoint £&4# actions Eijjr]$hardirqg count 8] PUEN4E hardirg count()fiR @]
1B,

1£ tracepoint 4% actions Eijja]$softirq count A PLER{E softirq count()#iR [E]{E,
1£ tracepoint &4 actions Bijja]$irq count a] PAEN{E irq count()HIR [EE.

KGTP i85 —Le455% trace IRELE$dump stack , $printk level , $printk format
F1 $printk tmp, fiTTURAXEREE/RE , EBUMITLL tracepoint HiFHmHER.

THERE—MNA$CICRIHFE 16663 AL ik vis_read F s thread info ZEMEIBIF

(gdb) target remote /sys/kernel/debug/gtp

(gdb) trace vfs read if (((struct task struct *)$current task)->pid ==
16663)

(gdb) tvariable $c

(gdb) actions

Enter actions for tracepoint 4, one per line.

End with a line saying just "end".

>teval $c=$c+1

>collect (*(struct thread info *)$current thread info)
>end

(gdb) tstart
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(gdb) info tvariables

Name Initial  Current

$c 0 184

$current task 0 <unknown>
$current thread info 0 <unknown>
$cpu_id 0 <unknown>

(gdb) tstop

(gdb) tfind

(gdb) p *(struct thread info *)$current thread info
$10 = {task = 0xf0ac6580, exec domain = 0xc07b1400, flags = 0,
status = 0, cpu = 1, preempt count = 2, addr limit = {
seg = 4294967295}, restart block = {fn = 0xc0159fb0

<do no restart syscall>, {{arg0 = 138300720, argl =11,

arg2 =1, arg3 = 78}, futex = {uaddr = 0x83e4d30, val = 11,
flags = 1, bitset = 78, time = 977063750,

uaddr2 = 0x0}, nanosleep = {index = 138300720, rmtp = 0xb,
expires = 335007449089}, poll = {

ufds = 0x83e4d30, nfds = 11, has timeout = 1, tv sec = 78,
tv_nsec = 977063750} } },

sysenter return = Oxb77ce424, previous esp = 0, supervisor stack

= 0xef340044 "", uaccess err = 0}

XE—MoKEA CPUFEAT 2k sys_read VHIBIF.

(gdb) tvariable $c0

(gdb) tvariable $cl

(gdb) trace sys _read

(gdb) condition $bpnum ($cpu_id == 0)
(gdb) actions

>teval $c0=$c0+1

>end

(gdb) trace sys read

(gdb) condition $bpnum ($cpu_id == 1)
(gdb) actions

>teval $cl=$cl+1

>end

(gdb) info tvariables

Name Initial Current
$current task 0 <unknown>
$cpu_id 0 <unknown>
$c0 0 3255

$cl 0 1904

sys read() f£ CPUO #4477 3255 , CPUL EH4TT 1904 %, 15 iEE XAMBIF
REANT EB/RanfER$cpu id , 3KFR_EH per _cpu trace KELEEF I,
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155k trace KL E $self_trace
$self_trace MAFTENBHREFFHK trace WEELERE , B R AXIEH tracepoint FKTTAMK.

MBI T , tracepoint #fitk 5 , 25 current task & KGTP BT HFE

(GDB , netcat , getframe s EHhi[a) KCTP #OMEHFE) MR , HEAPITEM
actions,

WRFAELL tracepoint actions F{EST task KIEHEET , EBEE—MEE—MARE
$self trace {454 F actions F , LR WIEIN T EK 4L E actions 7§ :

>teval $self trace=0
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FAs$kret trace KR LE E

B, AANZERNAGEN , FTAERNLE ERE tracepoint BERAME, XBT{/RE
L $kret FEMR.

$kret 2— 12 $self trace H4Fok trace IRKELT =, U{RTE tracepoint action Bi&E
EHRHERIEHE , X4 tracepoint ¥ kretprobe MAE kprobe j:fft. FREHAT
trace —/MER¥NAILE

B AR XA tracepoint A "function_name" K& NIRE RS — ML L.

THEEHBAR—MITF

#"*(function _name)" format can make certain that GDB send the
first address of function to KGTP.

(gdb) trace *vfs read

(gdb) actions

>teval $kret=0

#Following part you can set commands that you want.
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 $ignore_error fl $last_errno Z tstart K51%
% KGTP 1% tstart BRGHER , X an SRR M.

BENENEELZMX MRS EF1EKGTP I, 40 : (1R inline 5K
spin_lock % & tracepoint , X/ tracepoint X BEIR Lt E , H—Ltiht REE]
& kprobe , TREEMALL tstart 145, XBRH AL "$ignore_error" 2B iX 48R,

Ra—MER{EE¥FL " "$last errno"F,

(gdb) tvariable $ignore error=1
XA ST I 2R .

(gdb) tvariable $ignore error=0
XA K2R .
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& $cooked _clock #1 $cooked rdtsc BiiF A5
KGTP z1THf R BS[E){E &

JIRXPA trace KA ER] UEEAEE KGTP 1317 AN AMER. , T2 I T7 AER
fF—BARBEARWMITHEENEX 1 tracepoint () action ELER 2%,
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{#H $xtime_sec fll $xtime nsec Ei{F timespec
Viia] trace RELERIR [ getnstimeofday EREH timespec BfE){SE.,

$xtime sec ¥R [A] timespec FHEHIERSY .

$xtime nsec ¥I1R[A] timespec AFHEIEN S,
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201 backtrace (stack dump)

BIRRNFREF M — D RECR B , SOARREEMASER. XEEEAIEARRE
Eﬁgﬁﬂgiéﬁ , FEAEME. XEEEREMIERNF AT | HhiE WA A
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BT $bt &I+ B GDB %54 backtrace #1704

FEAXANAEER (FEATE trace BTz RiksE ) AT A HTE KEBA VAR FHER
(ATENABRIEEERTAATER) |, FrRABRTEMRE RX AN A MR DA

BB FEE tracepoint action H3ENd S Ek

.
o
N A

e AR A A B . o,

>ecolleetX(unsigned-char®$esp@512

£ x86 64, FENHESSRMELE 512 F PRS-
>ecolleet*unsigned-char*)$rsp@512

£ MIPS sk ARM, T infias St 512 5 5

41 =114
AAETO™ Z T TN

_— ’

KGTP H—M4&5% trace IREZ=$bt, 1R tracepoint action ijjja)F|E , KGTP ¥ H3h
WESOt KE (ZUAER 512) Mtk. THXA action ¥kt 512 FHRNTE

>collect $bt

WNRARAERR A $bt F1E |, YR ATE"tstart & T X/ GDB M4 :
(gdb) tvariable $bt=1024

TEKEY R — MR IF R GDB $HTa TG

(gdb) target remote /sys/kernel/debug/gtp
(gdb) trace vfs readdir

Tracepoint 1 at Oxffffffff8118c300: file
/home/teawater/kernel2/linux/fs/readdir.c, line 24.
(gdb) actions

Enter actions for tracepoint 1, one per line.
End with a line saying just "end".

>collect $bt

>end

(gdb) tstart

(gdb) shell Is

1 crypto fs include kernel mm

Module.symvers security System.map vmlinux

arch drivers hotcode.html init lib modules.builtin net
sound  usr vmlinux.o

block firmware hotcode.html~ ipc  Makefile modules.order
scripts source virt

(gdb) tstop

(gdb) tfind

Found trace frame 0, tracepoint 1
#0 vfs readdir (file=0xffff8800c5556d00, filler=0xffffffff8118c4b0
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<filldir>, buf=0xffff880108709f40)
at /home/teawater/kernel2/linux/fs/readdir.c:24
24 {
(gdb) bt
#0 vfs readdir (file=0xffff8800c5556d00, filler=0xffffff{f8118c4b0
<filldir>, buf=0xffff880108709f40)
at /home/teawater/kernel2/linux/fs/readdir.c:24
#1 Oxffffffff8118c689 in sys getdents (fd=<optimized out>,
dirent=0x1398c58, count=32768) at
/home/teawater/kernel2/linux/fs/readdir.c:214
#2 <signal handler called>
#3 0x00007f00253848a5 in ?? ()
#4 0x00003efd32cddfc9 in ?? ()
#5 0x00002c15b7d04101 in ?? ()
#6 0x000019c0c5704bf1 in ?? ()
#7 0x0000000900000000 in ?? ()
#8 0x000009988cc8d269 in ?? ()
#9 0x000009988ccIb8d1 in ?? ()
#10 0x0000000000000000 in ?? ()
(gdb) up
#1 Oxffffffff8118c689 in sys getdents (fd=<optimized out>,
dirent=0x1398¢c58, count=32768) at
/home/teawater/kernel2/linux/fs/readdir.c:214
214 error = vfs readdir(file, filldir, &buf);
(gdb) p buf
$1 = {current dir = 0x1398c58, previous = 0x0, count = 32768,
error = 0}
(gdb) p error
$3 =-9
(gdb) frame 0
#0 vfs readdir (file=0xffff8800c5556d00, filler=0xffffff{f8118c4b0
<filldir>, buf=0xffff880108709f40)
at /home/teawater/kernel2/linux/fs/readdir.c:24
24 {

WIS, Bl TAT LB R — L3 4m/A kK GDB a4

bt 2 GDB 4 backtrace HI514 , X 4 HFTED stack RHIEE : 8—1TR—
MAR.

up n 2@ L% n A, 20R n 21, NWESMEIESHKM , —BEFXMHREAH
—17. nHEOAER 1.

down n Z[ F#sin M, 1R n Z1EH , WmREIEEMN , —ERIGFEIE

IR/, n ERELAER 1.

is move n frames down the stack. For positive numbers n, this advances

toward the innermost frame, to lower frame numbers, to frames that
were created more recently. n defaults to one. #KA]PAIE down 4554 do,
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« frame n 2i&EFEWIn, P10 2RI AR , b1 1 EARXIEIDL, AT RSN
£ main.,

RERTLERIARA up , down 83 frame S RAMIKIE K , HRA] U N [F) oK)
S EEEE.

FERBEZ KT {EA GDB amARMKKER , B2
http://sourceware.org/gdb/current/onlinedocs/gdb/Stack.html,
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Fi$_ret SREX1S =4 BT R 2 A0 VA FH eR 2 A A
AR AR AABERAG 2 BTeR ¥R AVA R ARG | RTRAAS _ret,
& R #A$ ret i tracepoint NEER B EREAE— Mt k.
Bilan

(gdb) list vfs read

360 }

361

362 EXPORT SYMBOL(do sync read);

363

364  ssize t vfs read(struct file *file, char _ user *buf, size t count,
loff t *pos)

365 {

366 ssize t ret;

367

368 if (!(file->f mode & FMODE READ))
369 return -EBADF;

(gdb) trace 368
Tracepoint 2 at Oxffffffff8117a244: file
/home/teawater/kernel2/linux/fs/read write.c, line 368.
(gdb) actions
Enter actions for tracepoint 2, one per line.
End with a line saying just "end".
>collect $ ret
>end
(gdb) tstart
(gdb) tstop
(gdb) tfind
Found trace frame 0, tracepoint 2
#0 vfs read (file=0xffff880141c46000, buf=0x359bda0 <Address
0x359bda0 out of bounds>, count=8192, pos=0xffff88012fa49f48)
at /home/teawater/kernel2/linux/fs/read write.c:368
368 if (!(file->f mode & FMODE READ))
(gdb) bt
#0 vfs read (file=0xffff880141c46000, buf=0x359bda0 <Address
0x359bda0 out of bounds>, count=8192, pos=0xffff88012fa49f48)
at /home/teawater/kernel2/linux/fs/read write.c:368
#1 Oxffffffff8117a3ea in sys read (fd=<optimized out>,
buf=<unavailable>, count=<unavailable>)
at /home/teawater/kernel2/linux/fs/read write.c:469
Backtrace stopped: not enough registers or memory available to
unwind further
(gdb) up
#1 Oxffffffff8117a3ea in sys read (fd=<optimized out>,
buf=<unavailable>, count=<unavailable>)
at /home/teawater/kernel2/linux/fs/read write.c:469
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469 ret = vfs read(file, buf, count, &pos);

(gdb) p ret

$2 =-9
AT LEE AR vis_read KIER¥E sys_read , BR¥f sys_read )/SE A E ret B RE-
9,
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A $dump_stack & #9472 printk E

R AXANAIERFEELE trace RIFHMEA T FFE A printk , FILELLRIE |, A&E , N5
MAREAFARAKRTFRRZARNE , ATARKENR E—E D NEBR AL

KGTP H— Mk trace KRS E$dump stack , WEXNTET 4L GDB E Bk
M printk i, TEE—/MERNZE S vis readdir A2 HTHBIF -

target remote /sys/kernel/debug/gtp
trace vfs readdir
commands
collect $dump stack
end

TRIRMNIZIA S printk XHEHEER
[22779.208064] gtp 1:Pid: 441, comm: python Not tainted 2.6.39-
rc3+ #46
[22779.208068] Call Trace:
[22779.208072] [<fe653cca>] gtp get var+0x4a/0xa0 [gtp]
[22779.208076] [<fe653d79>] gtp collect var+0x59/0xa0 [gtp]
[22779.208080] [<fe655974>] gtp action x+0x1bb4/0x1dcO [gtp]
[22779.208084] [<c05b6408>] ? raw spin unlock+0x18/0x40
[22779.208088] [<c023f152>]? find get block slow+0xd2/0x160
[22779.208091] [<c01a8c56>] ? delayacct end+0x96/0xb0
[22779.208100] [<c023f404>]? find get block+0x84/0x1d0
[22779.208103] [<c05b6408>] ? raw spin _unlock+0x18/0x40
[22779.208106] [<c02e0838>] ? find revoke record+0xa8/0xc0
[22779.208109] [<c02e0c45>]?
jbd2 journal cancel revoke+0xd5/0xe0
[22779.208112] [<c02db51f>]?
_jbd2 journal temp unlink buffer+0x2f/0x110
[22779.208115] [<fe655c4c>] gtp kp pre handler+0xcc/0x1c0
[gtp]
[22779.208118] [<c05b8a88>]
kprobe exceptions notify+0x3d8/0x440
[22779.208121] [<c05b7d54>] ?
hw breakpoint exceptions notify+0x14/0x180
[22779.208124] [<c05b95eb>] ? sub preempt count+0x7b/0xb0
[22779.208126] [<c0227ac5>] ? vfs readdir+0x15/0xb0
[22779.208128] [<c0227ac4>] ? vfs readdir+0x14/0xb0
[22779.208131] [<c05b9743>] notifier call chain+0x43/0x60
[22779.208134] [<c05b9798>]
__atomic notifier call chain+0x38/0x50
[22779.208137] [<c05b97cf>] atomic notifier call chain+0x1f/0x30
[22779.208140] [<c05b980d>] notify die+0x2d/0x30
[22779.208142] [<c05b71c5>] do int3+0x35/0xa0
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WAk tracepoint Bz =2

ERIERET , ROTAFERNRAEESS Linux IZAMER , IREEH tracepoint
"collect" action K{R7F{5EF tracepoint PiiF 3B GDB tfind 4533 X LE$E .,

BRANENFEEFIFXLNIE , AT KGTP 24t T —F E IS X BRI A,

Pt collect 5 E # i 1 ¥R

KGTP 4554 trace WA = $printk level , $printk format F1 $printk tmp FFFX
M IhRE.

$printk level , 2FRXMERE 8 (XEBIAE) , "collect” action ¥ & E BT AHME
REFEIEE tracepoint fueh,

RER 0-7 , "collect" KLRUXMF A printk KAMHEE , XLEKHIR

KERN EMERG  system is unusable

KERN ALERT  action must be taken immediately
KERN CRIT critical conditions

KERN ERR error conditions

KERN WARNING warning conditions

KERN NOTICE normal but significant condition
KERN INFO informational

KERN DEBUG debug-level messages

NOOOKRWN=O

$printk format , collect printk #¥#ZRFIXERE RN THIL ., XLERKE

0 XEEIAE.

MR collect KER 1,2, 4, 8 NEBHH — TSI,
WMRAZ , MER SB35 F 8,

BMHERA TS THEIEL.

W EE TS THBIE.

B EE TSN,

WEEETEER,

B EE 7SR,

WREMB—N2RELE , FERHHLRESR$printk tmp .

OR WN =

TEHE—NERER vs readdir BT, pid | jiffies 64 FASCHE4 HBIF -

(gdb) target remote /sys/kernel/debug/gtp

(gdb) tvariable $c

(gdb) trace vfs readdir

(gdb) actions

>teval $printk level=0

>collect $c=%$c+1

>collect ((struct task struct *)$current task)->pid
>collect $printk_tmp=jiffies 64
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>teval $printk_format=4
>collect file->f path.dentry->d iname
>end

F R4 printk XEER
gtp 1:$c=%$c+1=41
gtp 1:((struct task struct *)$current task)->pid=12085
gtp 1:$printk tmp=jiffies 64=4322021438
gtp 1:file->f path.dentry->d iname=b26
gtp 1:$c=$c+1=42
gtp 1:((struct task struct *)$current task)->pid=12085
gtp 1:$printk tmp=jiffies 64=4322021438
gtp 1:file->f path.dentry->d iname=b26
"gtp 1" WEBZ¥IER tracepoint 1 i,
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® - A\
2047] A watch tracepoint % 65 1T 2
B3k N1F V(9]
Watch tracepoint aJPUBITIRE — 4554 trace WESEERE AT 2 KICRANFEA
=],
% 718 watch tracepoint IR A X86 #1X86 64 #F, MER N Linux 2.6.26 #15E
ZIRAG—L IPI a8 , R Linux 2.6.27 F1E HkRA_EATBUE & & B3 watch

tracepoint,
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watch tracepoint i§ trace KT E

HR

=G
tracepoint
=

tracepoint

1%

55 static
tracepoint

—

l—ﬁ

575 static
tracepoint

1%

TS static
tracepoint

—

'—ﬁ

T static
tracepoint

—

l_:'|

$watch static

R

RFF

R "teval
$watch sta
tic=1"N3xX
A
tracepoint
RS
watch
tracepoint

R

NER "teval
$watch stat

ic=0" x4
tracepoint
£330 watch
tracepoint,

RFF

$watch set id

LA
tracepoint
ZRE—1 )
 watch
tracepoint
HIEHE |, RE
S watch
tracepoint
& 1D Z|
$watch set
_id SEARIRLR
ER B3
 watch
tracepoint

RIS

Es;

&S

R¥H

RIS

$watch set ad
dr

B
tracepoint
ZRE—3h
& watch
tracepoint
HIEfg , RE
S watch
tracepoint
AR
$watch set
_addr k5
BR{RE R E
N EhE
watch
tracepoint

R H

A% H
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$watch_type  HxA HEESr e ®E watch | EiEXA ®E watch | BUExA
tracepoint |tracepoint |tracepoint |watch tracepoint |watch
ERE— 3 REER RZERY tracepoint |HIERIAZEEY, |tracepoint 7£
& watch $watch type VeI SRR TH A2
tracepoint |EBH1E. it
R , RE
watch &8
S
$watch typ
€.
0 21T, 1
5., 282
EEEE,
$watch_size LA g4 W& watch | EExA ®E watch | BUEXA
tracepoint |tracepoint |tracepoint |watch tracepoint |watch
BZERE— 3 RER KKE. tracepoint |HENAKE. |tracepoint 7E
& watch $watch_size K. SKERPATH K
tracepoint |EfH{HE. E.
R , RE
watch K&
2
$watch siz
e,
KER1L, 2,
4, 8,
$watch start |REMILE|F) BEXXTFLE | AZHF Es; A HF Es;
Swatch  |WIRENE.
tracepoint( | (HRJgEL L
$watch set MHE} X86 R
_addrEk®E | B 4 MR
$watch set |f)
(id®E)H (B 0 T,
FLEFAT |/ 0 S
E. = ID,
$watch stop | REMIE] BEXXKELE | RAZFHF S Es N HF N
$watch sto |HIR[ENH,
p#it—1
watch X4
HAAIEN S
watch
tracepoint
=1k,
$watch trace n A RZFF RFF RZFF AXFF WEXMHES
um watch
tracepoint [
tracepoint [
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Sho,

$watch trace a A RZFF RZFF RZFF RZFF WEXNENE
ddr watch
tracepoint i
tracepoint i
ok,
$watch _addr | ARXZFF &S &S X4~ watch | ARHF XA~ watch
tracepoint tracepoint %
LA AL
$watch_val & & S Es XA~ watch | ARHF XA~ watch
tracepoint tracepoint %
1 I NTFK) MR H
HHE. H.
$watch_prev_v | AR3ZHF &S &S X/~ watch | A3 X4~ watch
al tracepoint tracepoint %
W AN TR MR RIE
& BHIEL HIMEL
$watch_count | ARFF &S R3HF & &S X4~ watch
tracepoint &
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#7S watch tracepoint

LREV AL R EEE T ES I KA S KERIER |, #RATIAf#E %S watch
tracepoint, TEE—1 LM jiffies 64 BHFIF:

#5875 watch tracepoint M tracepoint gtk ERIS W M E bk
trace *&jiffies 64
actions
#Set this watch tracepoint to static
teval $watch static=1
#Watch memory write
teval $watch type=1
teval $watch size=8
collect $watch val
collect $watch prev val
collect $bt
end

65



#hS watch tracepoint

LORE IR RER A B A R Ab R I S A BB INR |, RETUERNS
watch tracepoint, FHE—/ AR %K function get empty filp F f->f posf->f op
B+

trace *1
commands
teval $watch static=0
teval $watch type=1
teval $watch size=8
collect $bt
collect $watch_addr
collect $watch val
collect $watch prev val
end
EX T —AENE watch tracepoint, Hit"1"H AR HEEW AN, FIEHE
tracepoint & ZEiX /N 3hA watch tracepoint,

list get empty filp
trace 133
commands
teval $watch set addr=1
teval $watch size=4
teval $watch start=&(f->f pos)
teval $watch size=8
teval $watch _start=&(f->f op)
end
TEER¥ get_empty filp PE X —/NEIE tracepoint , FFFIEAM £>f pos 1 £
>f op.,

trace file sb list del
commands
teval $watch stop=&(file->f pos)
teval $watch stop=&(file->f op)
end
1ER ¥ file sb list del FEN—EIE tracepoint , H¥E1E W1 file->f pos # file-
>f op.
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{# /i while-stepping it Linux py#zf##
747

¥5 £ while-stepping HI#E R4 X86 #1X86_64 X3,

I 4A1E A while-stepping BfI3M http://www.codepark.us/a/12,

n{a{# Fff while-stepping

while-stepping 2 —# ] AE S actions 4§54 tracepoint action,

W—A actions AL T “while-stepping n” [ tracepoint FUTHIEHE , ¥ in k&
#3317 while-stepping i actions, B0 :

trace vfs read
#ERANBRSSHMAGRE , FTA&IFA passcount 5% condition [Ri
tracepoint FIHITIREL,
passcount 1
commands
collect $bt
collect $step count
#2000 B,
while-stepping 2000
# TN EXERS 2 "while-stepping 2000"#] actions,
#E AR SR RESPITEIHAMREL , T AGRIFAE AR /ST E,
collect $bt
collect $step count
end
end
& /& tracepoint FEPITESHEHES X YAT CPU . #£ actions Fijjja)
$step_count ¥1FEI M 1 FFIARXEHITER.
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& while-stepping (4 traceframe

R[E step IR A HAICREIARFEM traceframe & |, #RE] LA tfind (A tind %4%
trace MR fF BHEIKIZLE ) GeHFAh],

B ERAT L KGTP Y2 [E3iRE | 1X4#¥ GDB ] URBTH R [0 B4 T 6 5 HF —1

while-stepping tracepoint f{] traceframe. %20 :

A tfind 13— while-stepping i) traceframe,

(gdb) tfind

Found trace frame 0, tracepoint 1

#0 vfs read (file=0xffff8801f7bd4c00, buf=0x7fff74e4edb0

<Address 0x7fff74e4edb0 out of bounds>, count=16,
pos=0xffff8801f4b45f48) at /build/buildd/linux-

3.2.0/fs/read write.c:365

365 {

TEARGSH Y KGTP 2REBiE,

(gdb) monitor replay

(gdb) tfind -1

No longer looking at any trace frame

#0 vfs read (file=0xffff8801f7bd4c00, buf=0x7fff74e4edb0

<Address 0x7fff74e4edb0 out of bounds>, count=16,
pos=0xffff8801f4b45f48) at /build/buildd/linux-

3.2.0/fs/read write.c:365

365 {
TRAAERRITES.
(gdb) n
368 if (!(file->f mode & FMODE READ))
(gdb) p file->f mode
$5 =3

REM R (RERBEXTEY ., A< InF) Linux RAZHRIT).
(gdb) b 375
Breakpoint 2 at Oxffffffff81179b75: file /build/buildd/linux-
3.2.0/fs/read write.c, line 375.
(gdb) ¢
Continuing.

Breakpoint 2, vfs read (file=0xffff8801f7bd4c00,
buf=0x7fff74e4edb0 <Address 0x7fff74e4edb0 out of bounds>,
count=16,

pos=0xffff8801f4b45f48) at /build/buildd/linux-
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3.2.0/fs/read write.c:375
375 ret = rw_verify area(READ, file, pos, count);
(gdb) s
rw_verify area (read write=0, file=0xffff8801f7bd4c00,
ppos=0xffff8801f4b45f48, count=16)

at /build/buildd/linux-3.2.0/fs/read write.c:300
300 inode = file->f path.dentry->d inode;

ERREITES,
(gdb) rs

Breakpoint 2, vfs read (file=0x{fff8801f7bd4c00,
buf=0x7fff74e4edb0 <Address 0x7fff74e4edb0 out of bounds>,
count=16,

pos=0xffff8801f4b45f48) at /build/buildd/linux-
3.2.0/fs/read write.c:375

375 ret = rw verify area(READ, file, pos, count);
(gdb) rn
372 if (unlikely(!access ok(VERIFY WRITE, buf, count)))

GDB 454 tstart , tstop , tfind 2k quit AL B shx< A EIHAE.,
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T BRI IR A EE
%1} GDB 3R

inode has been optimized out of existence.
res has been optimized out of existence.

X 2K inode # res KEMAHKIET . WAZA-02 4@ ATARE I SR 25X
B FIELL XA AR

T+ RE) GCC

VTA branch http://gcc.gnu.org/wiki/Var Tracking Assignments &4
4.5 , HoTUFEAE 2 BT#ARIC A "optimized out"HEKIEIAEE.
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B AT LR AREE IR S A i A BT A

BMEFRT GCC , RATREELIBEINM, TERREWIREFFHRFIEE GCCIRAIERE
BHENREEEF. B GDB RAER RN A BH MM T .

{BYRATBAE I AT CARAFLERGX A A B AL 4E tracepoint actions iAAIH.

THEE—/MER¥ get_empty filp PFHRAE ""IH4E tracepoint actions {5 FFE KI5
¥

A8 collect L Ml , (BEEHCEWMMAIET .
(gdb) list get empty filp

137 INIT LIST HEAD(&f->f u.fu list);
138 atomic_long set(&f->f count, 1);
139 rwlock_init(&f~->f owner.lock);
140 spin_lock_init(&f->f lock);

141 eventpoll init file(f);

(gdb)

142 /* f->f version: 0 */

143 return f;

(gdb) trace 143

Tracepoint 1 at Oxffffffff8119b30e: file fs/file table.c, line 143.
(gdb) actions

Enter actions for tracepoint 1, one per line.

End with a line saying just "end".

>collect f

‘f is optimized away and cannot be collected.

IMAEA"disassemble /m" a5 £E G " "B K HI CIm ARSI A AT (A,
(gdb) disassemble /m get empty filp

125 f = kmem cache zalloc(filp_cachep, GFP KERNEL);
126 if (unlikely(!f))
Oxffffffff8119b28c <+92>: test %rax,%rax
Oxffffffff8119b292 <+98>: je Oxffffffff8119b362
<get empty filp+306>

127 return ERR PTR(-ENOMEM);

OXfIFFF8119b362 <+306>: mov  $OXFIFFFf4, %rax
OxfFFffF8119b369 <+313>: jmp OxfFATfFF8119b311

<get empty filp+225>
KA"+98"2"+132"HKIIBHE A JET inline BRFUFTLURBEXER/R , BERATRA
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Fi"disassemble get empty filp"B{54th{].

Oxffffffff8119b287 <+87>: callq Oxffffffff81181cb0
<kmem cache alloc>
Oxffffffff8119b28c <+92>: test %rax,%rax
Oxffffffff8119b28f <+95>: mov %rax,%rbx
Oxffffffff8119b292 <+98>: je Oxffffffff8119b362
<get empty filp+306>
Oxffffffff8119b298 <+104>: mov 0xb4d406(%rip),%edx #
Oxffffffff81ce86a4 <percpu counter batch>
Oxffffffff8119b29e <+110>: mov $0x1,%esi
Oxffffffff8119b2a3 <+115>: mov $O0xffffffff81c05340,%rdi
---Type <return> to continue, or q <return> to quit---
OXffff8119b2aa <+122>: callq Oxfffff8130dd20
< percpu counter add>
tE?E‘}E;ﬁﬁﬁEWT\FIuE@J kmem_cache_alloc IR [E{E7ES$Tax F , HRMEHIREER]T
$rbx

ALK$rbx F'I"HME , LB BH AR IR,

128
129 percpu_counter inc(&nr files);
130 f~>f cred = get cred(cred);

OXfAFFFF8119b2b4 <+132>: mov %r12,0x70(%rbx)
RE—MER TTEF . ICRARERE$T12 KHERIRA$rbx AFERMIKINEF+ . Hik
$rbx HiLkE"f",

131 error = security file alloc(f);
Oxffffffff8119b2b8 <+136>: mov %rbx,%rdi
Oxffffffff8119b2bb <+139>: callq Oxffffffff8128ee30

<security file alloc>

132 if (unlikely(error)) {
OxfTffffff8119b2c0O0 <+144>: test %eax,%eax
Oxffffffff8119b2c2 <+146>: jne Oxffffffff8119b36b
<get empty filp+315>
---Type <return> to continue, or q <return> to quit---

133 file free(f);

134 return ERR PTR(error);
Oxffffffff8119b393 <+355>: movslq -0x14(%rbp),%rax
Oxffffffff8119b397 <+359>: jmpq Oxffffffff8119b311

<get empty filp+225>

135 }
136
137 INIT LIST HEAD(&F->f u.fu list);
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138 atomic_long set(&f->f count, 1);
139 rwlock_init(&f~>f owner.lock);
OxfTfffffff8119b2e4 <+180>: movl $0x100000,0x50(%rbx)

140 spin_lock_init(&f->f lock);
OxfTffffff8119b2c8 <+152>: xor %eax,%eax
Oxffffffff8119b2d1 <+161>: mov %ax,0x30(%rbx)

141 eventpoll init file(f);
142 /* f->f version: 0 */
143 return f;

Oxfiffffff8119b30e <+222>: mov %rbx,%rax
ERE T HMICWAE , ¢RATASE $rbx mig"f",

T2 RE]PAFE tracepoint actions @i iR $rbx MR " , Fi40 :

(gdb) trace 143

Tracepoint 1 at Oxffffffff8119b30e: file fs/file table.c, line 143.
(gdb) actions

Enter actions for tracepoint 1, one per line.
End with a line saying just "end".

#collect f

>collect $rbx

#collect *f

>collect *((struct file *)$rbx)

#collect f->f op

>collect ((struct file *)$rbx)->f op

>end
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AT ER A= R ERFE FTTE ) O RRIEX
I REBIEEHR BRI

YRETPAE# collect XAMFEST | 40 -

377 count = ret;

378 if (file->f op->read)

379 ret = file->f op->read(file, buf, count, pos);
(gdb)

(gdb) trace 379

Tracepoint 1 at Oxffffffff81173bab: file
/home/teawater/kernel/linux/fs/read write.c, line 379.
(gdb) actions

Enter actions for tracepoint 1, one per line.

End with a line saying just "end".

>collect file->f op->read

>end

(gdb) tstart

(gdb) tstop

(gdb) tfind

(gdb) p file->f op->read

$5 = (ssize t (*)(struct file *, char *, size t, loff t *))
Oxffffffff81173190 <do sync read>

#T 2 AN file->f op->read &[A) do _sync read,
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MR R FEET AN IR T

A PLF tracepoint step 4MEIXANaE)E , Fi70 :

#TREARTEF 1S4

(gdb) disassemble /rm vfs read

379 ret = file->f op->read(file, buf, count, pos);
Oxffffffff81173ba5 <+181>: 48 89 da mov  %rbx,%rdx
Oxffffffff81173ba8 <+184>: 4c 89 e9 mov  %rl3,%rcx
Oxffffffff81173bab <+187>: 4c 89 e6 mov  %rl2,%rsi
Oxffffffff81173bae <+190>: 4c 89 f7 mov  %ril4,%rdi
Oxffffffff81173bbl <+193>: ffd0O callg *%rax
Oxffffffff81173bb3 <+195>: 48 89 c3 mov  %rax,%rbx

(gdb) trace *Oxffffffff81173bbl1

Tracepoint 1 at Oxffffffff81173bb1: file

/home/teawater/kernel/linux/fs/read write.c, line 379.

(gdb) actions

Enter actions for tracepoint 1, one per line.

End with a line saying just "end".

>while-stepping 1

>collect $reg

>end

>end

(gdb) tstart

(gdb) tstop

(gdb) tfind

#0 tty read (file=0xffff88006ca74900, buf=0xb6b7dc <Address

Oxb6b7dc out of bounds>, count=8176,
ppos=0xffff88006e197f48) at

/home/teawater/kernel/linux/drivers/tty/tty io.c:960

960 A

#T 2 ANIE file->f op->read F&[F) tty read,

g 712 while-stepping ¥k tracepoint ~8E{# F kprobes-optimization,
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/sys/kernel/debug/gtpframe 1% £

\ ‘

L

/sys/kernel/debug/gtpframe £—/% KGTP {Z LA tfine 43 (GDB AJRUEZEE)
AIEN .

151517 GDB FEM L -
MAF "target remote XXXX" A :
(gdb) target remote | perl ./getgtprsp.pl

Z At —#A% B tracepoint :

(gdb) trace vfs readdir

Tracepoint 1 at Oxffffffff8114f3c0: file /home/teawater/kernel/linux-
2.6/fs/readdir.c, line 24.

(gdb) actions

Enter actions for tracepoint 1, one per line.

End with a line saying just "end".

#If your GDB support tracepoint "printf" (see "Howto use tracepoint
printf"), use it to show the value directly is better.

>collect $reg

>end

(gdb) tstart

(gdb) stop

(gdb) quit

F 2RI 481 B RHE S gtpstart # gtpstop , 18413 NEVRABEK K EN. L.

EWA TN L | F3E I KGTP BRFHFEF "putgtprsp" " gtp. ko "EX A4l2% L.
insmod gtp.ko Z J§ :

J23f tracepoint :

J/putgtprsp ./gtpstart
=1k tracepoint :

/putgtprsp ./gtpstop

AR RRANMAlLE tracepoint B MR HEERF EBRER.

WNRE(RSF trace iz JFEHT , RA] U DI /sys/kernel/debug/gtpframe" 1|5
GDB fE#.L.

W R AL cp" TNRERIFRIALIEIXANE)E , ATRAA"cat /sys/kernel/debug/gtpframe
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> ./gtpframe"#£1E.
#1217 GDB EM £ :
(gdb) target tfile ./gtpframe
Tracepoint 1 at Oxffffffff8114f3dc: file /home/teawater/kernel/linux-
2.6/fs/readdir.c, line 24.
Created tracepoint 1 for target's tracepoint 1 at Oxffffffff8114f3cO0.
(gdb) tfind
Found trace frame 0, tracepoint 1
#0 vfs readdir (file=0xffff880036e8f300, filler=0x(fffffff8114f240
<filldir>, buf=0xffff880001e5bf38)
at /home/teawater/kernel/linux-2.6/fs/readdir.c:24
24 {

5 AR MRFBEFEAELARNENEFET L GDB 1%E# KGTP |, {REEEH
B"nc"z " rmmod gtp"#1"insmod gtp.ko",
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PURCIREISE
/sys/kernel/debug/gtpframe pipe

XA O "gtpframe" RHFR¥IE |, BREFTLAZE KGTP tracepoint i34THIES & A]
PMER. RS fE , a3 trace MR MRS ftrace "trace pipe",

F GDB {5 &

#EFEF RO L
(gdb) target tfile /sys/kernel/debug/gtpframe pipe
#EF— trace sk B
(gdb) tfind 0
Found trace frame 0, tracepoint 1
#BF T
(gdb) tfind
Target failed to find requested trace frame.
(gdb) tfind 0
Found trace frame 0, tracepoint 1
XA AR python —i2 2 #TNAZELER ST , add-ons/hotcode.py FiE X AFHIBIF .
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H cat iz R
sudo cat /sys/kernel/debug/gtpframe pipe > g
TRABWSEEMEFNT L "g",
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H getframe {5 &
KGTP & —"getframe" 7] DLk #EEHES trace P,
THEHXEZErHE

getframe -h

Get the trace frame of KGTP and save them in current

directory with tfile format.
Usage: ./getframe [option]

-gn Set the minimum free size limit to n G.
When free size of current disk is smaller than n G,
Jgetframe will exit (-q) or wait some seconds (-w).
The default value of it is 2 G.

-q Quit when current disk is smaller than
minimum free size limit (-g).

-wn Wait n seconds when current disk is smaller
than minimum free size limit (-g).

-en Set the entry number of each tfile to n.
The default value of it is 1000.

-h Display this information.
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{# ] $pipe_trace
HTHiRL , KGTP BB B3 ZRgE/sys/kernel/debug/gtpframe pipe TS,
%%fﬁﬁ?ﬁ% trace XMEFMAMEXELEH , RO]UER "tstart" Z §i{E A T EHKS

>

(gdb) tvariable $pipe trace=1
T2 KGTP ¥4 B 2Rr&%E/sys/kernel/debug/gtpframe pipe H{E% .
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MAFFEF—ikFEH KGTP

KGTP AJAFERME LA FREFFROIE LU , WiRINAFA trace XN AEFEFF .

1L GDB Avi[a) P2 FmiEE KGTP
1) 75 TR (AN FAFHIER 4TI GDB.

2) tNRAFREFERYIIETT , NEA GDB @34 "target extended-remote
/sys/kernel/debug/gtp" i%#: KGTP, #nRAFEFEITETREIN L, NEHAZE 20
£ GDB fmf2 £l E A EEBERFER "target remote" ik "target extended-

remote",

3) %}iﬁ GDB &4 "file" JRF A FTEF (HAEImFRHEIEIN GCC 28 "-g"RIEHB R
58).
4) i GDB 44 "attach pid" 3k attach _E task f¢ pid.

Rtk GDB Jnvjiia) i FFE iz KGTP KPS HRE R ¢

sudo gdb-release

(gdb) target extended-remote /sys/kernel/debug/gtp

Remote debugging using /sys/kernel/debug/gtp

0x00000000 in ?? ()

(gdb) file a.out

A program is being debugged already.

Are you sure you want to change the file? (yorn)y

Reading symbols from /home/teawater/kernel/kgtp/a.out...done.
(gdb) attach 15412

A program is being debugged already. Kill it? (y orn)y
Attaching to program: /home/teawater/kernel/kgtp/a.out, Remote
target

# —LEhRAH) GDB "[REx Hi3l internal-error , EEIZ "n" RZBEMA],
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HIOZR FREFRRNG

1£ GDB attach B PR2FFAZhfE , #RTLAR GDB 454"p"f1"x"i[a)Z)X 4 task KINTE.
#RAT LA GDB 654 "help p"fl"help x"E{SXF N an ML, a0

(gdb) p c

$19 = 4460

(gdb) p &c

$21 = (int *) 0x601048 <c>

(gdb) x 0x601048

0x601048 <c>: 0x00001181,
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Trace A FFEfF

KGTP A Linux N1#%ZhEE uprobes 3k trace F§ ~f2F , R A Linux 1% 3.9 & FHTIR
AT FFXAINEE,

KERSY Linux &AThRAT(E FBENAZ (3.9 & B HTIRA) YR Ef T 7 uprobes .
WMRE B ImFNNZ :

Kernel hacking --->
[*] Tracers --->
[*] Enable uprobes-based dynamic events

MR YH] Linux NZA uprobes 21TF [ , A[AFE attach £/ FF2/F/51RHE GDB
tracepoint % & tracepoint, 0 :

(gdb) trace 14

Tracepoint 1 at 0x400662: file /home/teawater/kernel/kgtp-
misc/test.c, line 14.

(gdb) actions

Enter actions for tracepoint 1, one per line.

End with a line saying just "end".

>collect $bt

>collect ¢

>end

(gdb) tstart

(gdb) tstatus

Trace is running on the target.

Collected 5 trace frames.

Trace buffer has 20824428 bytes of 20828160 bytes free (0% full).
Trace will stop if GDB disconnects.

Not looking at any trace frame.

(gdb) tstop

(gdb) tfind

Found trace frame 0, tracepoint 1

#0 main (argc=1, argv=0x7fff5e878368, envp=0x7fff5e878378)
at /home/teawater/kernel/kgtp-misc/test.c:14

14 c+=1;

(gdb) bt

#0 main (argc=1, argv=0x7fff5e878368, envp=0x7fff5e878378)
at /home/teawater/kernel/kgtp-misc/test.c:14

(gdb) p c

$7 = 36

BEERMEMRR attach 7—4task , Fi /)2 tracepoint &£1EXA B AT FHFTA task £

k. FEKIAKHIXZ uprobes H— NMEEBHEFE , FTRAFRIZFE KGTP tracepoint #
XEFHATIR S, )
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KA AZE tracepoint conditions #IENXf$current task pid I ERLE tracepoint
RAEXE task _E#fAa. TEMBIFRGE —MRE R TE task 985 Lk tracepoint _Ef4)
< :

(gdb) trace 14

Tracepoint 1 at 0x400662: file /home/teawater/kernel/kgtp-
misc/test.c, line 14.

(gdb) condition $bpnum ($current task pid == 985)

[EIRF{RIE ] PAFE tracepoint actions F3%/0"collect $current task pid"SkafEHR4
task fih&k 7 X4 tracepoint. %40 :

(gdb) trace 14

Tracepoint 2 at 0x400662: file /home/teawater/kernel/kgtp-
misc/test.c, line 14.

(gdb) actions

Enter actions for tracepoint 2, one per line.

End with a line saying just "end".

>collect $current task pid

>collect ¢

>end

(gdb) tstart

(gdb) tstatus

Trace is running on the target.

Collected 6 trace frames.

Trace buffer has 20827776 bytes of 20828160 bytes free (0% full).
Trace will stop if GDB disconnects.

Not looking at any trace frame.

(gdb) tstop

(gdb) tfind

Found trace frame 0, tracepoint 2

#0 main (argc=<unavailable>, argv=<unavailable>,
envp=<unavailable>) at /home/teawater/kernel/kgtp-misc/test.c:14

14 c+=1;

(gdb) p $current task pid

$2 = 9983

(gdb) tfind

Found trace frame 1, tracepoint 2
14 c+=1;

(gdb) p $current task pid

$3 = 9982

(gdb)
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1£ tracepoint W& A58 AKX N NZE B - BRI RS
B (°] A2k % backtrace)

$current E— Mk trace KL E, YU— tracepoint i) action V[R)EHKIEZ |,
tracepoint ¥ 471 task FFRFNFEMAENZFRE.

—f&kin, , tracepoint &t task pt_regs B{FEFFeME., T 21 tracepoint
actions 7 collect $current ¥t tracepoint V8] 245 task, 40 :

(gdb) actions

Enter actions for tracepoint 1, one per line.
End with a line saying just "end".

>collect $current

>collect $bt

>end

AN | s 3d—ses b A TER AT TASK Z 7S e 50k ek (F14n : X86 i do IRQ
ER%K) , tracepoint ZEMRBKS TS T EHREE. NEREFSHE $current Fik
tracepoint 22IE. 420 :

(gdb) actions

Enter actions for tracepoint 1, one per line.
End with a line saying just "end".

>teval $current=(uint64 t)regs

>collect $bt

>end

$current_task user — Mk trace )KL E, ¥ current task 7 user f&z IR

& , HNEMNE.
FXEA trace KAEAE |, ZaT A KGTP W& 2 FF itk (=2 (7] A Skt

backtrace),
TEXAMIF B0 WA FZEE Linux A% Z% backtrace(stack dump) :

#1%E¥ KGTP(M_L—T N B FAIEAER)

(gdb) target extended-remote /sys/kernel/debug/gtp

#RE —MREHRTE 18776 B FE ) tracepoint,

(gdb) trace vfs read

Tracepoint 1 at Oxffffffff8117a3dO: file
/home/teawater/kernel/linux/fs/read write.c, line 365.

(gdb) condition 1 ($current task user && $current task pid ==
18776)

(gdb) actions

Enter actions for tracepoint 1, one per line.

End with a line saying just "end".

>collect $current

>collect $bt

>end

#Setup a tracepoint that collect kernel space stack of task 18776.
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#IRE — M EFFE 18776 HINAZARM tracepoint,

(gdb) trace vfs read

Note: breakpoint 1 also set at pc Oxffffffff8117a3d0.

Tracepoint 2 at Oxffffffff8117a3dO: file
/home/teawater/kernel/linux/fs/read write.c, line 365.

(gdb) condition 2 ($current task user && $current task pid ==
18776)

(gdb) actions

Enter actions for tracepoint 2, one per line.

End with a line saying just "end".

>collect $bt

>end

(gdb) tstart

(gdb) tstop

# NEXERM_LE—T5HE] , #EIN—AHK inferior Bkn TN AFREFHRER.
(gdb) add-inferior

Added inferior 2

(gdb) inferior 2

[Switching to inferior 2 [<null>] (<noexec>)]

(gdb) file gdb

Reading symbols from /usr/local/bin/gdb...done.

(gdb) attach 18776

#tracepoint 1 WEET A FREREER.

(gdb) tfind

Found trace frame 0, tracepoint 1

#0 0x00007f77331d7d0fin _read nocancel () from /lib/x86 64-
linux-gnu/libpthread.so.0

#XEFEF 18776 A~ ZE/ backtrace,

(gdb) bt

#0 0x00007f77331d7d0fin _read nocancel () from /lib/x86 64-
linux-gnu/libpthread.so.0

#1 0x000000000078e145 in rl callback read char () at
../../src/readline/callback.c:201

#2 0x000000000069de79 in rl_callback read char wrapper
(client data=<optimized out>) at ../../src/gdb/event-top.c:169
#3 0x000000000069ccf8 in process event () at ../../src/gdb/event-
loop.c:401

#4 process event () at ../../src/gdb/event-loop.c:351

#5 0x000000000069d448 in gdb do one event () at
../../src/gdb/event-loop.c:465

#6 0x000000000069d5d5 in start event loop () at
../../src/gdb/event-loop.c:490

#7 0x0000000000697083 in captured command loop
(data=<optimized out>) at ../../src/gdb/main.c:226

#8 0x0000000000695d8b in catch_errors (func=0x697070
<captured command loop>, func args=0x0, errstring=0x14df99e

’mask=6) at ../../src/gdb/exceptions.c:546
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#9 0x00000000006979¢e6 in captured main (data=<optimized
out>) at ../../src/gdb/main.c:1001
#10 0x0000000000695d8b in catch errors (func=0x697360
<captured main>,
func@entry=<error reading variable: PC not available>,
func _args=0x7fff08afd5b0,
func args@entry=<error reading variable: PC not available>,
errstring=<unavailable>,
errstring@entry=<error reading variable: PC not available>,
mask=<unavailable>,
mask@entry=<error reading variable: PC not available>) at
../../src/gdb/exceptions.c:546
#11 <unavailable> in ?? ()
Backtrace stopped: not enough registers or memory available to
unwind further
#téacepoint 2WET RZTERE , FTAZYI#E] inferior 1 3E A%
158
(gdb) tfind
Found trace frame 1, tracepoint 2
#0 Oxffffffff8117a3d0 in ?? ()
(gdb) inferior 1
[Switching to inferior 1 [Remote target]
(/home/teawater/kernel/b/vmlinux)]
[Switching to thread 1 (Remote target)]
#0 vfs read (file=0xffff88021a559500, buf=0x7fff08afd31f
<Address 0x7fff08afd31f out of bounds>, count=1,
pos=0xffff8800c47e1f48) at
/home/teawater/kernel/linux/fs/read write.c:365
365 {
#XERNIZEM backtrace,
(gdb) bt
#0 vfs read (file=0xffff88021a559500, buf=0x7fff08afd31f
<Address 0x7fff08afd31f out of bounds>, count=1,
pos=0xffff8800c47e1f48) at
/home/teawater/kernel/linux/fs/read write.c:365
#1 Oxffffffff8117a59a in sys read (fd=<optimized out>,
buf=0x7fff08afd31f <Address 0x7fff08afd31f out of bounds>,
count=1) at /home/teawater/kernel/linux/fs/read write.c:469
#2 <signal handler called>
#3 0x00007f77331d7d10 in ?? ()
#4 0x0000000000000000 in ?? ()
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4 {# Fl add-ons/hotcode.py

XA HAFT PUB T ICR I AT B AL IR ER 1S PC E M52 Linux kernel 5 H
FERFRR R,

&% http://code.google.com/p/kgtp/wiki/hotcode EFEHAFERAE.
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TSN A C S M

KGTP X35 C EG |, idEaidmida LKM, KGTP support plugin that write
in C. The plugin will be built as LKM
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API

#include "gtp.h"
XEBUHENES APIHSIH.

extern int gtp plugin mod register(struct module *mod);
extern int gtp plugin mod unregister(struct module *mod);

&Ig/;g%&/zﬂﬁﬂ JESHTREE AR, XBE KGTP o] PATEVA RIS R A a8 1N HL A
S| vTE T

extern struct gtp var *gtp plugin var add(char *name, int64 t val,
struct gtp var hooks *hooks);
XA RIS N4k trace RS EE KGTP,
« name 5% trace IKETER L F.
*  val 5% trace REZXENVIIAE.
* hooks R¥Fast. MRXNINBEARSHF , EREFEETHRE N NULL,

« IR[EME FTNIR[E gtp varfgft. KMUR[EIA IS ERR A PTR_ERR 7] AAMER4E
b0,

struct gtp var hooks {

int  (*gdb_set val)(struct gtp trace s *unused, struct gtp var
*var,

inté4 t val);

int  (*gdb_get val)(struct gtp trace s *unused, struct gtp var
*var,

int64 t *val);
int  (*agent set val)(struct gtp trace s *gts, struct gtp var
*var,
int64 t val);

int  (*agent get val)(struct gtp trace s *gts, struct gtp var
*var,

F
- gdb_set_val £ GDB&E& TSV EMEHEER , 38§ /& TSV R&E# GDB

4 "tvariable $xxx=1"®%EMA XA GDB %4 "tstart"(IHEA 21 &2
KGTP,

o unused ETLAM , RAXRKILXANFEE ] AK agent set val HZ k%K,

o var Z¥8M gtp var KFEst , TRYUZ A TSV HZ—/eR¥EHE | XAMET]
PLRSRFIERRA TSV #3387 .

o val 2 GDB X & kH1E,

int64 t *val);
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o IR[EE fEREE-1, EARE O,

+ gdb_get_val £ GDB B TSV {EHIE#EAR. 18 /F& B TSV EMEE TSV A
B , REEAIHMEESEEN KGTP BE , FHEER GDB &4 Flia— N i
GDB NEPAE—HE, 640 - "p $xxx",

unused 1 gdb set val {EfB+H[E].
var 1 gdb_set val {fEfB#H[E].,

val F>kik [E{ERITEST .

& [6]{H # gdb_set_val YER#EA.

« agent_set val 7f tracepoint action(teval exprl, expr2, ...)i%& TSV bt
A,

o gts 275 tracepoint & ELEMKFEST.
o var #l gdb set val fEFH[E].

o val action XEHE.

o IR[E{E M gdb_set val fEFAR[E,

+ agent _get val will be called when tracepoint action(collect exprl,
expr2, ...5t%# teval exprl, expr2, ...) get the TSV.

o gts #lagent_set val fEf#H[E.
o var #l gdb set val fEF#EE.

o val #1gdb get val {EfB#H[E].

o JR[E{E Fgdb_set val fEFAAME.

o

o

(¢]

(¢]

extern int gtp plugin var del(struct gtp var *var);
% rmmod FRAIERAEE | XA REMIER gtp_plugin_var add g TSV,
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B

KGTP BXE M plugin example.c & KGTP plugin 5+ , a]PAF"make P=1"H1#%
diFHE., M4 TSV 2| KGTP H,

+  S$testl (T AR,
+  $test2 #FH GDB 5# tracepoint action1£E,

«  S$test3 A FFtracepoint action 5§ , HxE—MEFIEEMEHE , EHREXA
EX NS FHFTENE K. Fl20 "teval $test3=(int64_t)$rip".

s $test4d R #Ftracepoint action § , LXK B EHRIEEREFTEN Y] tracepoint
HE S,
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LURCIRERSE
« R KGTP 13k 20fAliL GDB %4 KGTP
* insmod plugin example.ko
* 1L GDB %L KGTP H#{FEHH.

«  WFF GDB. 215 GDB M Ffif{E A 24z |F tracepoint FHNEIRE AFTH , WK
BHARMA.

+ rmmod plugin example.ko
5 AR KGTP XFMAZMaE¢.
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anqAT {5 R RE T ER 2%

MEREVTE S B ABB NI CPU # B RUSTIAIE E T Fas. XUT e X —Lerg F =4t it
W BanFESBITEE |, cachemisses ¥ E , TN L BEL , MEXEI ARSIV A
ﬂf?ﬁ%Wi‘Z’}?’f&Eﬁo RO B EA—ENERIRAEERT |, X ARR A EE
CPU _EHITFEFFEIMERE.

Linux MEEIT s F 250 perf event o] LASKEV S HEET =SB, #RA]AFE KGTP perf
event trace JKEZEV A XLEE.,

THZNZE K EM tools/perf/design.txt SL4EE1E perf event WE L2,
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E X — perf event trace KX TXT =

iE— AR S B T trace KELE
"pe_cpu_"+tv_name X MHEBEITEERA CPU ID,
"pe_type "+tv_name  EXMBEITHESREEY,
"pe_config "+tv_name TEMXMBEITHAHNECE.
"pe_en_"+tv_name RE X MEREI TR BB TR,

EABE I T HEREVTEES B R},

"pe val "+tv name TIEX N ERER SRR TS A,
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E X — per_cpu perf event trace K ST E
X — per_cpu perf event trace KA EH Per_cpu trace IKEFE—H¥,

p _pe "+perf event type+string+CPU id
F /& MRENX— per_cpu perf event trace KEXE , MAFRAEE N cpu
id("pe cpu")A} KGTP 248§ T CPUK ID,
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perf event KZEEIMELE
KRIETRLRZ -

H.Eﬁ

]

LIPS

PR WN~RS B ORWN~D

nRIEZ 3(PERF_TYPE_HW_CACHE) , EkER A 3809 © 55—

PERF TYPE HARDWARE
PERF TYPE SOFTWARE
PERF TYPE TRACEPOINT
PERF TYPE HW CACHE
PERF TYPE RAW

PERF TYPE BREAKPOINT

2 0(PERF TYPE HARDWARE) , ECETTARE :

PERF COUNT HW CPU CYCLES

PERF COUNT HW INSTRUCTIONS

PERF COUNT HW CACHE REFERENCES
PERF COUNT HW CACHE MISSES

PERF COUNT HW BRANCH INSTRUCTIONS
PERF COUNT HW BRANCH MISSES

PERF COUNT HW BUS CYCLES

PERF COUNT HW STALLED CYCLES FRONTEND

PERF COUNT HW STALLED CYCLES BACKEND

id , HERBHREEREEE << 0 :

OR WNh~=O

PERF COUNT HW CACHE L1D
PERF COUNT HW CACHE LI1I
PERF COUNT HW CACHE LL
PERF COUNT HW CACHE DTLB
PERF COUNT HW CACHE ITLB
PERF COUNT HW CACHE BPU

FE_EP4 52 cache op id , HEREHACEMIHERE << 8 :

0
1
2

BE=EpAE

0
1

W RARAEES

PERF COUNT HW CACHE OP READ
PERF COUNT HW CACHE OP WRITE
PERF COUNT HW CACHE OP PREFETCH

cache op result id , EfEIRBEHILBEHKIHEEE << 16 :

PERF COUNT HW CACHE RESULT ACCESS
PERF COUNT HW CACHE RESULT MISS

PERF COUNT HW CACHE L1I(1),

PERF COUNT HW CACHE OP WRITE(1) and
PERF COUNT HW CACHE RESULT MISS(1){rEE# :
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(gdb) tvariable $pe config cache=1 | (1 << 8) | (1 << 16)

N1z BxF K tools/perf/design.txt £ X T perf event KZEEVFACE .
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F$p_pe _enITFFxF—4 CPU _LfEH perf event

FKIANFER G — B ARSI RE TS B L B IF A N AR FE R BT S T H s TR 25 R )
BHE XS . R A "pe en"®REM] , (ERINRFRE L1 perf event trace K&
FEHER , XH¥4it tracepoint action B K. $p pe en FEAIBXFhAIFM, FRAT
PAFTFFATE perf event trace JRESTEEYF CPU LA FHMK action :

>teval $p pe en=1

RE$p pe_en A 0 KA,
>teval $p pe en=0
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FSk 55 Bhi% B F1EL 1S perf event trace K A 21 GDB
RIS

THEXA GDB HAENT 2 N4 dpe # spe SkFBE X B /R perf event trace RS
TE,
WTU&IE{MW?E / gdbinit HEIRBC K tracepoint &S, FTE4RELA]ASE GDB
BHIEFEAX 2 M4
define dpe
if ($argc < 2)
printf "Usage: dpe pe type pe config [enable]\n"
end
if ($argc >= 2)
eval "tvariable $p pe val %d%d c",$arg0, $argl
eval "tvariable $p pe en %d%d c",$arg0, $argl
set $tmp=0
while $tmp<$cpu number
eval "tvariable $p pe type %d%d c%d=%d",$arg0, $argl, $tmp,
$arg0
eval "tvariable $p pe config %d%d c%d=%d",$arg0, $argl,
$tmp, $argl
eval "tvariable $p pe val %d%d c%d=0",$arg0, $argl, $tmp
if ($argc >= 3)
eval "tvariable $p pe en %d%d c%d=%d",$arg0, $argl, $tmp,
$arg2
end
set $tmp=$tmp+1
end
end
end

document dpe
Usage: dpe pe type pe config [enable]
end

define spe
if ($argc != 2 && $argc != 3)
printf "Usage: spe pe type pe config [cpu_id]\n"
end
if ($argc == 2)
set $tmp=0
while $tmp<$cpu number
eval "printf\"$p pe val %%d%%d c%%d=%%Ild\\n\",$argO0,
$argl, $tmp, $p _pe val %d%d c%d", $arg0, $argl, $tmp
set $tmp=$tmp+1
end
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end
if ($argc == 3)
eval "printf\"$p pe val %%d%%d c%%d=%%ld\\n\",$arg0, $argl,
$tmp, $p pe val %d%d c%d", $arg0, $argl, $arg2
end
end

document spe
Usage: spe pe type pe config [cpu id]

end
TEE—NEEERS tcp v4 rov MAETEESHBIF
#1%% KGTP

(gdb) target remote /sys/kernel/debug/gtp
#E N 3/ perf event trace KA =

PERF COUNT HW CPU CYCLES , PERF COUNT HW CACHE MIS
SES #1PERF COUNT HW BRANCH MISSES,
(gdb) dpe 0 0

(gdb) dpe 0 3

(gdb) dpe 0 5

H#IERBITKFTIFXA CPU HIMEBER 735

(gdb) trace tcp v4 rcv

(gdb) action

>teval $p pe en=1

>end

#$kret i.LIRANTTALIRRIR % tep_v4 rev ILERE -
(gdb) trace *(tcp v4 rcv)

(gdb) action

>teval $kret=0

#RAXA CPU _LRIFTBE MR TEES

>teval $p pe en=0

#171[R)IXLE perf event trace KA EWEEMIHNE
>collect $p pe val 00 0

>collect $p pe val 03 0

>collect $p pe val 05 0

#IR B XL perf event trace KEZERN O

>teval $p pe val 00 0=0

>teval $p pe val 03 0=0

>teval $p pe val 05 0=0

>end

tstart

#E L8 CPUW—E TCP A,

(gdb) tstop

(gdb) tfind

(gdb) spe 0 0 $cpu_id

$p pe val 00 2=12676

(gdb) spe 0 3 $cpu_id
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$p pe val 03 2=7
(gdb) spe 0 5 $cpu_id
$p pe val 05 2=97
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KGTP R ER

= A {5,
1E

Linux N¥%
MRIRE ARG NIZE B miFH

ZFEH KGTP , fRFEFTIF FEXLENIZEDR

General setup --->
[*] Kprobes

[*] Enable loadable module support --->

Kernel hacking --->
[*] Debug Filesystem
[*] Compile the kernel with debug info
AMRAFHT Linux N4z config KHEMIME , BEMIFRRINZ.
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IR 2 Android N#%

RIAM Android Linux N#% config MiZ A #% KGTP, B KGTP , REEHTH |
IXLEPAZEI

[*] Enable loadable module support --->

General setup --->
[*] Prompt for development and/or incomplete code/drivers
[*] Kprobes

Kernel hacking --->
[*] Debug Filesystem
[*] Compile the kernel with debug info

MRHRBT Linux N#% config MHEMIRE , 1§ ERIRIFIRANZ.
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IMRIRK RSN 22 A AThR B T )

HREBRE—L Linux AR AA.
Ubuntu

a4k Linux NZAR S5 RRER X
1) 3EMMAEREE] Ubuntu JR%13k.
s EHASTIRBRTHERNGLSAE M /etc/apt/sources.list.d/ddebs.list :

echo "deb http://ddebs.ubuntu.com $(Isb release -cs) main restricted
universe multiverse" | |
sudo tee -a /etc/apt/sources.list.d/ddebs.list

o FREMA (18ER alpha 53 betas) FERMGASITIEM TEILT :

echo "deb http://ddebs.ubuntu.com $(Isb_release -cs)-updates main
restricted universe multiverse
deb http://ddebs.ubuntu.com $(Isb_release -cs)-security main
restricted universe multiverse
deb http://ddebs.ubuntu.com $(Isb release -cs)-proposed main
restricted universe multiverse" | \
sudo tee -a /etc/apt/sources.list.d/ddebs.list

- SABEHELES key :

sudo apt-key adv --keyserver keyserver.ubuntu.com --recv-keys
428D7C01

1E1T

sudo apt-get update

2) ¥ Linux NiZAEE
sudo apt-get install linux-image-$(uname -r)-dbgsym
F 2R AZE" fusr/lib/debug/boot/vmlinux-$(uname -r)"+%EIRNAZHREE % .

AR B EHNEEX—H R Linux WAZARGESE HEBH—IX.

¥ Linux WA ESRINE Z A%
MR AR E | FHE TEXEh 4RI Linux NIZFRER.

wget http://ddebs.ubuntu.com/pool/main/l/linux/linux-image-$(uname
-r)-dbgsym_$(dpkg -s linux-image-$(uname -r) | grep ~Version: | sed
's/Version: //') $(uname -i | sed 's/x86 64/amd64/').ddeb
sudo dpkg -i linux-image-$(uname -r)-dbgsym $(dpkg -s linux-image-
$(uname -r) | grep ~Version: | sed 's/Version: //')_$(uname -i | sed
's/x86 64/amd64/').ddeb

F AR BIREMRHEX N AEREEHNH—IX.
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RN

sudo apt-get install linux-headers-generic
A NAZ RS

WAL
REBERRE :
sudo apt-get install dpkg-dev

ER4FRAL,:

apt-get source linux-image-$(uname -r)
M 47T B RREINZIRBE R
XA B xE)"/build/buildd/"F.

ERHE
o TIIRILA :

sudo apt-get install linux-source

o fREYRIRED

sudo mkdir -p /build/buildd/
sudo tar vxjf /usr/src/linux-source-$(uname -r | sed 's/-.*//").tar.bz2
-C /build/buildd/
sudo rm -rf /build/buildd/linux-$(uname -r | sed 's/-*//')
sudo mv /build/buildd/linux-source-$(uname -r | sed 's/-.*//")
/build/buildd/linux-$(uname -r | sed 's/-.*//")

E R YPIREFNIEX—H RENZIRNL SEBM—IX.
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Fedora

3 Linux NAZF 5%
FHATEMES

sudo debuginfo-install kernel

BE

sudo yum --enablerepo=fedora-debuginfo install kernel-debuginfo
F 2RO ATE" /usr/lib/debug/lib/modules/$(uname -r)/vmlinux"+ 2| NIZA R 1%
ZE Linux NZFE B

sudo yum install kernel-devel-$(uname -r)
B AR EREENZBZ G, RATBEREEFARX 64,
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Hih AR5
FERER Linux WZEREE% A Linux NIZIEEE,
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e Linux NAZ R4 2 EMEN

K% GDB M Linux NAZF & EREHIHESAREEE |, FTRMERERK Linux N
TR GG ZIFEERMN. FUESA KGTPH] , i§&MEE.

B2AAFMTRE , BN 2 D FREME— R AR Linux ARG G ERN.

5 AR NRFMESE AT B Linux NAZDEREBERREEE T XN AE, BE
AN Linux R HIHE E AN Linux NAZHITIRIA G He]) g .
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LB Linux NAZAE G5 2P

£ UBUNTU & , {RA]PAFE" /usr/lib/debug/boot/vmlinux-$(uname -r)"+%2|e .

1£ Fedora & , {RA]JALE"/usr/lib/debug/lib/modules/$(uname -r)/vmlinux"#2|e.
MRARECIMFRNZ , NZGRFE B R vmlinux” 2R .
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{# Fi/proc/kallsyms
EIZITEE trace INZNAL L , AT EM G SIS sys_read M sys_write At :

sudo cat /proc/kallsyms | grep sys _read

ffffff8117a520 T sys read

sudo cat /proc/kallsyms | grep sys write

ffiffff8117a5b0 T sys write
FR2IENFATLLAEER sys_read gtk 2 OxfFfff8117a520 , sys_write piib2
Oxffffffff8117a5b0,

Z JaFA1FH GDB M Linux NiZAA 5%+ ES sys_read #l sys_write it :

gdb ./vmlinux

(gdb) p sys read

$1 = {long int (unsigned int, char *, size t)} Oxffffffff8117a520

<sys read>

(gdb) p sys write

$2 = {long int (unsigned int, const char *, size t)} Oxffffffff8117a5b0
<sys write>

sys_read A sys_write filiE—#¥ , AT Linux NAZRR GRS E 1ER.
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{# A linux_banner

sudo gdb ./vmlinux
(gdb) p linux_banner
$1 = "Linux version 3.4.0-rc4+ (teawater@teawater-Precision-
M4600) (gcc version 4.6.3 (GCC) ) #3 SMP Tue Apr 24 13:29:05 CST
2012\n"

linux_banner £ Linux Rz B RRNIZER.

2 Ja , 1R 1k GDB %#%| KGTP BMAAERE| KGTP EFHFHIXFTEN linux_banner,

(gdb) target remote /sys/kernel/debug/gtp

Remote debugging using /sys/kernel/debug/gtp

0x0000000000000000 in irq_stack union ()

(gdb) p linux banner

$2 = "Linux version 3.4.0-rc4+ (teawater@teawater-Precision-

M4600) (gcc version 4.6.3 (GCC) ) #3 SMP Tue Apr 24 13:29:05 CST

2012\n"
XA linux_banner & KGTP IE{£ trace INZIKAIZIEE | 2n5RA8[E , W] Linux PAZA
ARG EERMN,
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L0318 Linux RZAE & HHE EM Linux NAZH T
KR B 158

£X86 32 I, B #fiF Linux Nz G 2 1F M NMEBRNAEAIL Linux RFZER4EE
IS EF Linux NIZBUTEIIANE] |, T B AR # A Linux NAZE RS % 2 IERK.
XANEEZERRA

Processor type and features --->
(0x1000000) Physical address where the kernel is loaded
(0x100000) Alignment value to which kernel should be aligned

XM SEHEARE. 15 32 "Physical address where the kernel is loaded" &
R ARSERCEMIRER , ROTRUBEE#E Z "PHYSICAL _START" B EM1E.

] LB B % "Alignment value to which kernel should be aligned" #){E#1
"Physical address where the kernel is loaded" 4MEix /M a)dl,

XANEEA R X86_64.
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V1§ KGTP
18T http T# KGTP

5% https://github.com/teawater/kgtp/archive/master.zip BN 18 KGTP i HhRk 4.

5% https://github.com/teawater/kgtp/archive/release.zip {48 KGTP &H A fhR
w,
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https://github.com/teawater/kgtp/archive/master.zip

BT git T3 KGTP
TEASRALREIG KGTP MR
git clone https://github.com/teawater/kgtp.git

THRGSEILREE KGTP &/aHAMIRA
git clone https://github.com/teawater/kgtp.git -b release
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CAtS

https://code.csdn.net/teawater/kgtp

https://www.qgitshell.com/teawater/kgtp/
https://git.oschina.net/teawater/kgtp
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il E KGTP

TEXES E7E KGTP Makefile BERECE. AXMECE , KGTP ¥ B 3hHl 4RI RSN
—ikCYmiE,

KERNELDIR := /lib/modules/ uname -r /build

CROSS COMPILE :=
KERELDIR ®E T HRE—EIWERNZ , BABET , KGTP £ Y4 RIHKNZ—EImE.,
B EE XINEFNZAENZHEERTE linux-headers B , MAERNZERBER. N
o B R R EEmERIN AR,
CROSS COMPILE #E&%%i¥ KGTP H4miFsaidi 4. B NIEAZIAmES.

ARCH 21K/,

sk Z R LUE T B3 KGTP B R B Makefile SRR EFMBANZ— 2R R ARBH4A
YmFzsdmis KGTP,
fign -

KERNELDIR := /home/teawater/kernel/bamd64

CROSS COMPILE :=x86 64-glibc std-

ARCH := x86 64
KERNELDIR % & /home/teawater/kernel/bamd64., Compiler #E&E X x86 64-
glibc std-gcc,
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miF KGTP

HERE
cd kgtp/
make
E— LY i F 5P (5120 Android) ¥ HEl— 4w F v FAFE £ getmod % getframe 4L
R, 152X EERIHER B R+ r gtp.ko.

MR YRIE Fedora H18%)H44{58 " /usr/bin/ld: cannot find -Ic" , A T EMGHSLEE,
sudo yum install glibc-static
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F— 450K 5T 4R 1F KGTP
KEBSIHR | KGTP L 564 IERBIOS MRS FARAR0 Linux potk— 4%
{BRMBBRCE — LR , ATBURAG T IOl -

RN, KGTP A B s F 4w 5em.,
make AUTO=0

Bx/AMEm , KGTP ¥4# Afa & frame A KGTP ring buffer,
fé 8 frame A X #F gtpframe pipe , EIER ASEK KGTP,
make AUTO=0 FRAME SIMPLE=1

FBixX/MEm |, $clock ¥R [A] rdtsc H{EMANE local clock,
make AUTO=0 CLOCK CYCLE=1

Bx/N%Em , KGTP a LA procfs &4 debugfs,
make AUTO=0 USE PROC=1

LEEA AT A —HeE M |, a0 -
make AUTO=0 FRAME_SIMPLE=1 CLOCK_CYCLE=1

120



A AEFE KGTP

A KGTP A E#EmF H R E insmod , FIUARGRIFEALRMATUERER (X 0
it GDB i&# KGTP) . (BERZMRFRERAIKHZRIIASF., &K :

cd kgtp/
sudo make install

EPEK
cd kgtp/
sudo make uninstall
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A1 DKMS —ic £ F§ KGTP

IMRRFERNE , #REA] AL DKMS SkfE A KGTP,,
THEKESHE I KGTP (XX 42) DKMS FRMERF.

cd kgtp/

sudo make dkms
T2 A DKMS #4424 KGTP, 5%
http://linux.dell.com/dkms/manpage.html & #n{a{E A DKMS,
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& A8 KGTP Linux N#% patch

RBEEHR | HE KGTP patch , [FX KGTP PL—4> LKM KEAGmFRIE AR

|E
R

T %?EJ]ATIJ%EE KGTP Bftsfi &2 PR , KGTP iRt T patch. #£ KGTP H

gtp_3.7_to_upstream.patch 2% Linux kernel M) 3.7 £l upstream f{]
patch,

gtp_3.0_to_3.6.patch 2% Linux kernel M 3.0 %1 3.6 #] patch,
gtp_2.6.39.patch 2% Linux kernel 2.6.39 #] patch,
gtp_2.6.33_to_2.6.38.patch 2% Linux kernel }A 2.6.33 %1 2.6.38 i

patch,
gtp 2.6.20 _to 2.6.32.patch 2£%; Linux kernel A 2.6.20 % 2.6.32
patch,
gtp_older to_2.6.19.patch 2% Linux kernel 2.6.19 DLk EFEhRAH
patch,
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LTI KGTP —i#2{& A GDB

BT 7.6 lRAH) GDB ] tracepoint ThEEE —& bug , MHEIEE —EINEEMMAERET.

Frlan R 478 GDB /NF 7.6 752! https://code.google.com/p/gdbt/ FxZ2 0] PAFI
KGTP —ic{# i GDB, XEi2i UBUBTU, CentOS, Fedora, Mandriva, RHEL,
SLE, openSUSE i, HRSE T LT EEFSIIFRA.

MR GDB WAE , FIRIBXEN(EE BERBERIEH.
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4% B a01.L GDB 1%
KGTP

F{FFH KGTP pTheeFEZE ot GDB i&E#H:E| KGTP L.
TE Linux

ek KGTP {8
MBRELELZHET KGTP EAREASEF |, FRATL :
sudo modprobe gtp

BB VRIT A E#EE A KGTP BRERH :

cd kgtp/
sudo insmod gtp.ko
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L0 IEFAZI"/sys/kernel/debug/gtp" K [a]

MBAREXAAIE |, VBT RN config $TFF 7 "Debug Filesystem", ZNRREZER
RN AR

MREUARHFTIHT , A FHEaH4 mount sysfs,

sudo mount -t sysfs none /sys/
RO BEL 15 E —Lebt iR BI20 "sysfs is already mounted on /sys" , 528 th{].

5 A T E44 mount debugfs,

mount -t debugfs none /sys/kernel/debug/
SRIBURFTRE" /sys/kernel/debug/gtp".
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1 GDB %E#3%) KGTP

FEH Linux Nz R R 55152 GDB
#Re] L N EIR 45 S FTFF GDB REibi% -

gdb Linux R#zE R 5%
5E1E1TH GDB /5 , AN EM GDB dy 43 akis %

file Linux PAZRRBHEIF

{RA] URTE“ 4 AT Linux Rz B +5%ZE Linux PNAZER RS

N AR

5 S 1F GDB¥TFFEMMK vimlinux XEHIESEEE, 5% #5E Linux
Tl B TR0,
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GDB 7EAM T4, £

sudo gdb ./vmlinux
(gdb) target remote /sys/kernel/debug/gtp
Remote debugging using /sys/kernel/debug/gtp
0x0000000000000000 in ?? ()

SRIEREAT AR GDB a3 &R BR Linux X T .
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NR GDB fEimf2 L
Fi nc 38 KGTP # M5 Fjug 1024 k.

sudo su
nc -1 1234 </sys/kernel/debug/gtp >/sys/kernel/debug/gtp
#(nc -1 -p 1234 </sys/kernel/debug/gtp >/sys/kernel/debug/gtp 4ZhR
A nc)
2, nc SEPBEFRERE,

1L GDB i&E#: 1234 351,

gdb-release ./vmlinux
(gdb) target remote xxx.xxx.xxx.xxx:1234

SRIERFEAT AR GDB S ANERER Linux N#Z T .
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Android

XAMIANE T # F GDB 1%# Android _£ KGTP gid#2 , AJj(A]
http://www.tudou.com/programs/view/qCumSPhByFI/ &%
http://voutu.be/9YMpAvsl371 #HTME .
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ik KGTP 53k

$E—3 Wi ADB 245%#%| Android k.

B4 #IIKGTP t58%| Android _E.

sudo adb push gtp.ko /
B "/" alaER REmd. R RS H M B Rk Adi4 "sudo adb shell mount -o
rw,remount /"}EXH3x remount AR5,

=2 K KGTP 8,
adb shell insmod /gtp.ko
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L0 IEFAZI"/sys/kernel/debug/gtp" K [a]

fﬂ% FEXMED , FERMERKANZ config 1TFF T "Debug Filesystem". RARHZ
PN B R R

MREURMITHT , ERATE®4 mount sysfs,

sudo adb shell mount -t sysfs none /sys/
WFRATRES TR —L481% 620" Device or resource busy" , 5 BHEAHA].

%A T E44 mount debugfs,
sudo adb shell mount -t debugfs none /sys/kernel/debug/

SRR FRFRE" /sys/kernel/debug/gtp".
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GDB &% KGTP

Anci KGTP #HMEE 1024 35 L,

adb forward tcp:1234 tcp:1234
adb shell "nc -1 -p 1234 </sys/kernel/debug/gtp
>/sys/kernel/debug/gtp"
#(adb shell "nc -1 1234 </sys/kernel/debug/gtp
>/sys/kernel/debug/gtp" *&#HThRASH] nc)

2, nc SEPEFRERE,

1k GDB i%#£ 1234 i H .

gdb-release ./vmlinux
(gdb) target remote :1234
SRIBRERRT LA GDB & &R FIERER Linux NAZ T .
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ffisk C BRI T SEE
2 GDB

BERRFERIMN— Linux RZERINFTSEEE] GDB iFEEH.
FIPEMFSEERALRES , FILKGTP 224857 GDB Python i "getmod.py" 52
Fr"getmod" A] AFE IR,
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21T A getmod

"getmod" £ C ERIATAFRR] AIEE BAEEMARMEE — MR AR,
0 -

# TR a S RAE Linux RAZIRRIEE L GDB fh &M IR FESC
#/tmp/mi,
sudo getmod >/tmp/mi
#7£ GDB #Bih :
(gdb) source /tmp/mi
add symbol table from file "/lib/modules/2.6.39-
rc5+/kernel/fs/nls/nls iso8859-1.ko" at
text addr = 0xf80de000
.note.gnu.build-id addr = 0xf80de088
.exit.text addr = 0xf80de(074
.Init.text addr = 0xf8118000
.-rodata.strl.1 _addr = 0xf80de0Oac
.rodata_addr = 0xf80de0c0
__mcount loc_addr = 0xf80de9c0
.data_addr = 0xf80de9e0
.gnu.linkonce.this module addr = 0xf80dea00
#3%% GDB @4 fa , FTA Linux NIZIER(EEEH T H GDB 7.,
#After this GDB command, all the Linux Kernel module info is loaded
into GDB.

IRAERTRRREEBLFA  FRUTUAFEERERER., TEAR—IMHIF :

#/home/teawater/kernel/b26 & GDB FT{EEM,_E NAZAE B TR 1E
sudo ./getmod -r /home/teawater/kernel/b26 >~/tmp/mi
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{2 A getmod.py

V& 7E& https://code.google.com/p/gdbt/ FEkiEES4RF GDB AR8EfE F getmod.py.
(M getmod. py BilE#2| KGTP.

(gdb) source ~/kgtp/getmod.py
TR XA A B 3ha 8 Linux IAZIERE) GDB .,
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