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I. GIOI THIEU FIDO2 VA VINCSS FIDO2® TOUCH 1
I.1. FIDO2

FIDO?2 1a thuat ngir cho bo thong s6 ky thuat mdi nhat cta Lién minh Xac
thuc truc tuyén thé gidi (FIDO Alliance). V&i FIDO2, thay vi x4c thuc tén dang nhép
va mat khau & cac hé thong, tng dung khac nhau, nguoi dung chi xac thuc mot lan
duy nhat v6i khoa, co thé bang véan tay hay khudn mat.

VinCSS ciing d4 ghi ddu 4n trong gidi cong nghé thé gidi khi cho ra doi san
pham khoa xéc thuc “VinCSS FIDO2® Touch 1 dat tiéu chuan FIDO2.

I.2. Théng tin chung vé sin phim khoa bio mat VinCSS FIDO2® Touch 1

Thong tin Chi tiét
Tén san phém VinCSS FIDO2® Touch 1
Loai USB USB Type-A
Tuong tac Cam bién dién dung 1 cham

Hé diéu hanh hd tro Windows, macOS, Linux, Android, 10S

Passwordless, Strong Two Factor, Strong

Tiéu chuan xac thuc )
Multi- Factor

Chung chi FIDO2 Certified

Giao thirc hd trg FIDO2 CTAP2, Universal 2nd Factor (U2F)

Google Chrome, Mozilla Firefox, Apple
Trinh duyét ho tro Safari, Microsoft Edge, Microsoft Edge
Chromium
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Théng tin Chi tiét
Thuét toan ma hoa ECC p256
Kién trac CPU 32-bit ARM® Cortex™-M4

Thong s6 bio vé Chéng tinh dién 15kV qua khong khi, 8kV qua

tiép xuc

S6 lugng tai khoan co

2 50

thé luu

Deén bao hi¢u RGB Led
RoHS

Standard IEC 61000-4-6 (EMI for Capacitive Touch)
IEC61000-4-2 (ESD Protection)

Can nang 15 gram

Kich thuéc san phdm 48.3(mm) x 12.5(mm) x4.9(mm)

Nguon dién sir dung 5V/1A

Nhiét do hoat dong 0°C ~ 559C

Chi tiét xem tai: hitps://passwordless.vincss.net.
II. QUANLY MA PIN

Viéc dit ma PIN cho VinCSS FIDO2® Touch 1 nhdm dam bao an toan cho
thiét bi, tranh truong hop VinCSS FIDO2® Touch 1 bi st dung trdi phép hodc
nguoi st dung bi thét lac thiét bi. Truong hop nguoi dung can tao mai, thay doi
hodc reset ma PIN cho VinCSS FIDO2® Touch 1 thi ¢6 thé thuc hién theo cac
budc dudi day.

II.1. Nén taing Windows

Luu y: Voi Windows 10 phién ban cii hon 1803, cdc thao tac quan ly khoa
bao mdt dwoc thuc hién trén trinh duyét Chrome (twong tu nhu nén tang macOS).
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Cyber Security Services

II.1.1. Tao méi ma PIN cho VinCSS FIDO2® Touch 1
- Truy cap Start > Settings.

Documents

A Pictures

Settings

- Chon Account > Sign-in options > Security Key. Sau d6 nhin vao nit
Manage.

& Settings

@ Home Sign‘in OptiOﬂS
z))‘ This option is <,,:“;rt; unavailable—click to learn more

Find a setting
=22  Windows Hello PIN
Accounts ":" Sign in with a PIN (Recommended)
X : ﬂ Security Key
= Yourinfo Sign in with a physical security key

Manage a physical security key that can log you into

Email & accounts applications.

Sign-in options
Access work or school
Password

Family & other users Sign in with your a

Sync your settings

- Cham vao logo mau vang trén khoa bao mat.

Windows Hello setup

Touch your security key.
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- Mic dinh ban dau, VinCSS FIDO2® Touch 1 khong c6 ma PIN, dé tao méi
ma PIN cho VinCSS FIDO2® Touch 1, tai muc Security Key PIN, nhéan
vao Add.

Windows Hello setup

* Security Key PIN

Creating a PIN for your security key helps keep you
secure

Add

- Dién vao thong tin ma PIN (T6i thiéu 4 ky tw, toi da 63 ky tie; bao gom chir
(chit thuong, chit hoa), s6 va ky tw ddc biét) méi, sau d6 nhan OK.

Windows Hello setup

Set up a security key PIN

mEn

mEEn

mEn
~Aanfirm ce v PIN
( |

I.1.2.  Thay d6i ma PIN cho VinCSS FIDO2® Touch 1
- Truy cap Start > Settings.

Documents
Pictures
Settings

Power

0
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- Chon Account > Sign-in options > Security Key. Sau d6 nhin vao nit
Manage.

= Settings

( Home S|gn‘|n OpthﬂS

Q» Th ion is currently unavailable—click to learn more

Find a setting

Windows Hello PIN
Accounts "2" Signin with a PIN (Re

2 : Security Key
Your info Sign in with a physical security key

Manage a physical security key that can log you into

Email & accounts applications.

Sign-in options

Access work or school

Password
Family & other users

Picture Password

Sync your settings )
Swipe and tap your favo

- Cham vao logo mau vang trén khoa bao mat.

Windows Hello setup

Touch your security key.

- Tai myc Security Key PIN, nhan vao Change dé thay d6i ma PIN cua khoa
bao mat.

Windows Hello setup

+ Security Key PIN

Creating a PIN for your security key helps keep you
secure

Change
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- Pién cac thong tin theo thir ty: ma PIN cii, ma PIN md&i, xac nhan ma PIN
mo&i (T6i thiéu 4 ky tw, t6i da 63 ky tu; bao gom chir (chit thwong, chir hoa),
s6 va ky ti dic biét). Sau d6 nhan OK.

Windows Hello setup

Change your security key PIN

EEnm
mEEn
LB N |
Ne secC v ke N

Cancel

I1.1.3. Reset ma PIN cho VinCSS FIDO2® Touch 1

Trong trudng hgp quén ma PIN cua VinCSS FIDO2® Touch 1, nguoi dung
c6 thé reset lai ma PIN, viéc ndy dong nghia véi moi thong tin x4c thyc trén khoa
bao mat bi huy va nguoi ding can dang ky lai nhu st dung mot khoa méi. Trong
truong hop nhap sai ma PIN nhiéu 1an (zrén 8 ldn) thi thiét b s& bi khoa vinh vién,
ngudi dung ciing budc phai reset dé co thé st dung lai khoa bao mat VinCSS
FIDO2® Touch 1 nhu mot thiét bi méi.

Pé reset khoa bao mat VinCSS FIDO2® Touch 1, ngudi dung thuc hién cac
budc sau:

- Truy cap Start > Settings.
Documents
Pictures
Settings

Power

0
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- Chon Account > Sign-in options > Security Key. Sau d6 nhin vao nit

Manage.
< Settings
@ Home
Find a setting

Accounts

= Your info
Email & accounts
Sign-in options
Access work or school
Family & other users

Sync your settings

Sign-in options
‘g))‘ his ¢ s currently unavailable—click to learn more

Windows Hello PIN
Sign in with a PIN (Rec

Security Key
Sign in with a physical security

Manage a physical security key that can log you into
applications.

Password

Sign in with your account’s

Picture Password

- Cham vao logo mau vang trén khoa bao mat.

Windows Hello setup

Touch your security key.

- Tai muc Reset Security Key, nhan Reset.

Windows Hello setup

Security Key PIN

Creating a PIN for your security key helps keep you
secure

Change

Reset Security Key

Remove everything from this security key and reset to
factory settings

Reset
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- Nhén Proceed dé tién hanh reset md PIN cho khod bao mat VinCSS
FIDO2® Touch 1.

Windows Hello setup

Reset Security Key

The security key will be reset to factory settings. All data and
credentials on this key will be cleared.

Cancel

- Rut khoa bdo mat VinCSS FIDO2® Touch 1 ra khéi may tinh, sau do cam lai.

Windows Hello setup

Reinsert your security key.
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- Cham 2 lan véao logo mau vang trén khoa bao mét trong 10s.

Windows Hello setup

Touch your security key twice within 10 seconds

Cancel

- Reset mi PIN thanh cong. Chon Done dé hoan tat.

Windows Hello setup

Reset Complete.
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I1.2. Nén ting macOS
I1.2.1. Tao méi ma PIN cho VinCSS FIDO2® Touch 1

- Mo trinh duyét Chrome, vao Setting > Privacy and security > Security.

@ Settings Q_  Search settings
=~ Youand Google Safety check
B  Autofill
R B 9 Chrome can help keep you safe from data breaches, bad extensions, and more m
@  Privacy and security
@ Appearance
Privacy and security
Q,  Search engine
£ Default browser & Clear browsing data N
Clear history, cookies, cache, and more
()  Onstartup
Privacy Guide »
Review key privacy and security controls
@ Languages
® Cookies and other site data R
¥ Downloads Third-party cookies are blocked in Incognito mode
T Accessibility )
e Security N
Safe Browsing (protection from dangerous sites) and other security settings
\\ System
{0 Reset settings g+ Sitesettings N
“"  Controls what information sites can use and show (location, camera, pop-ups, and more)
@ Extensions [ i Privacy Sandbox @z
Trial features are off
&  About Chrome
. .
- Chon Security > Manage security keys.
G Settings Q_  Search settings
O+ Warns you if passwords are exposed in a data breach
2 Youand Google
E Autofill Sends URLs to Safe Browsing to check them. Also sends a small sample of pages, downloads,
1l extension activity, and system information to help discover new threats. Temporarily links this data
e Privacy and security to your Google Account when you're signed in, to protect you across Google apps.
@ Appearance
Standard protection
Q_ Search engine O jlandard protection against websites, downloads, and extensions that are known to be v
langerous
N Default browser
No protection (not recommended)
() Onstartup QO  Does not protect you against dangerous websites, downloads, and extensions. You'll still get Safe
Browsing protection, where available, in other Google services, like Gmail and Search.
@ Languages
Advanced
¥  Downloads
. A ibili Always use secure connections
L ceessibility Upgrade navigations to HTTPS and warn you before loading sites that don't support it
9,  System

Use secure DNS
Determines how to connect to websites over a secure connection

o

Reset settings

Manage security keys N
Extensions [/} Reset security keys and create PINs

»

P
®  About Chrome Manage device certificates @
Manage HTTPS/SSL certificates on your device
Certificates managed by Chrome @
Information about how Chrome manages its root certificates
Google Advanced Protection Program &z

Safeguards the personal Google Accounts of anyone at risk of targeted attacks
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- Giao dién Manage security keys dugc m¢ 1€n.

2 Youand Google & Manage security keys
B Autofill
. i Manage phones N
O  Privacy and security Control which phones you use as security keys
Appearance
@ PP Create a PIN N
Q. search engine Protect your security key with a PIN (Personal Identification Number)
(N Default browser Sign-in data N
Manage sign-in data stored on your security key
() Onstartup
Fingerprints
>
Add and delete fingerprints saved on your security key
@ Languages
Reset your security key
¥ Downloads ’
- This will delete all data on the security key, including its PIN
T Accessibility
9, System

Reset settings

&)

»

Extensions [/

& About Chrome

- Mic dinh ban dau, VinCSS FIDO2® Touch 1 khong c¢6 ma PIN, d¢é thiét lap
ma PIN cho VinCSS FIDO2® Touch 1, trén giao dién Manage security
keys, chon Create a PIN.

G Settings Q_  Search settings
=2 Youand Google & Manage security keys
B Autofill
. i Manage phones R
G’ Privacy and security Control which phones you use as security keys
Appearance
@ PP Create a PIN )
N h a PIN (P ! fi
Q_ Search engine Protect your security key with a PIN (Personal Identification Number)
B0 Default browser Sign-in data R
Manage sign-in data stored on your security key
() On startup
Fingerprints N
Add and delete fingerprints saved on your security key
@ Languages
Reset your security ke)
¥  Downloads v ey »

This will delete all data on the security key, including its PIN

Accessibility

Fo

System

£ Reset settings
% Extensions [
@) About Chrome

- Cham vao logo mau vang trén khod bao mat dé xac nhan.

Create a PIN

To continue, insert and touch your security key

-~

Cancel Save
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- Nhap ma PIN (76 thiéu 4 ky tw, t6i da 63 ky tw; bao gom chir (chit thuong,
chit hoa), s6 va ky tw déic biét) va xac nhan lai rdi nhan Save dé tao ma PIN.

Createa PIN
Enter your new PIN. A PIN must be at least 4 characters long and can contain

letters, numbers, and other characters.

PIN Confirm PIN

10

- Nhan OK dé hoan thanh viéc thiét 1ap ma PIN cho khoa bao mat.

Create a PIN

Your PIN was created

I1.2.2.  Thay d6i ma PIN cho VinCSS FIDO2® Touch 1

- Pé thay d6i ma PIN cho VinCSS FIDO2% Touch 1, trén giao dién Manage
security keys, chon Create a PIN.

G Settings Q_  Search settings

2 Youand Google & Manage security keys

B  Autofill

_ . Manage phones N
e Privacy and security Control which phones you use as security keys
Appearance

@ PP Create a PIN N

Q_ Search engine Protect your security key with a PIN (Personal Identification Number)

(N Default browser Sign-in data N
Manage sign-in data stored on your security key

()  Onstartup
Fingerprints »
Add and delete fingerprints saved on your security key

@ Languages
Reset your security ke!

¥  Downloads y Y K&y . »
This will delete all data on the security key, including its PIN

T Accessibility

9, System

£ Reset settings

W Extensions [

&  About Chrome
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— Website: https://www.vincss.net
L 3 - L

Cyber Security Services Emall V.Ofﬁce@vincss.net

{ I Cong ty Ch phén Dich vy An ninh mang VinCSS
j

- Cham vao logo mau vang dé xac nhén.

Create a PIN

To continue, insert and touch your security key

-~

Cancel Save

- Taicira s6 Change a PIN nhap ma PIN hién tai dang st dung, ¢ phia dudi
nhap ma PIN méi can thay d6i va xac nhan lai (T6i thiéu 4 ky tw, t6i da 63
ky tu; bao g5m chit (chir thuwong, chir hoa), $6 va ky tu dac biét), sau do
chon Save dé thay doi.

Change a PIN

Enter your current PIN to change it. If you don't know your PIN, you'll need to reset
the security key, then create a new PIN

Current PIN

©

Enter your new PIN. A PIN must be at least 4 characters long and can contain

letters, numbers, and other characters

PIN Confirm PIN

- Nhén OK dé hoan thanh viéc thay d6i ma PIN cho kho4 bao mat VinCSS
FIDO2® Touch 1.

Change a PIN

Your PIN was created

I1.2.3. Reset ma PIN cho VinCSS FIDO2® Touch

Trong trudng hop quén mi PIN ctia VinCSS FIDO2® Touch 1, ngudi dung ¢
thé reset lai ma PIN, viéc nay dong nghia vi moi thong tin xac thyuc trén khoa
bao mat bi huy va nguoi dung can dang ky lai nhu st dung mot khda méi. Trong
truong hop nhap sai ma PIN nhiéu 1an (trén 8 ldn) thi thiét b s& bi khoa vinh vién,
ngudi ding cling budc phai reset dé c6 thé sir dung lai khoa bao mat VinCSS
FIDO2® Touch 1 nhu mot thiét bi méi.
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Dé reset khoa bao mat VinCSS FIDO2® Touch 1, thuc hién cac budc sau:

- Trén giao dién Manage security keys, chon Reset your security keys.

@ ©» % & @ )

G

()

|&

O & =+

¥

©

You and Google
Autofill

Privacy and security
Appearance

Search engine
Default browser

On startup

Languages
Downloads
Accessibility
System

Reset settings

Extensions [/}

About Chrome

& Manage security keys

Manage phones

Control which phones you use as security keys

Create a PIN
Protect your security key with a PIN (Personal Identification Number)

Sign-in data
Manage sign-in data stored on your security key

Fingerprints
Add and delete fingerprints saved on your security key

Reset your security key
This will delete all data on the security key, including its PIN

- Cham vao logo mau vang trén khoa bao mat VinCSS FIDO2® Touch 1 dé
xac nhan.

Reset your security key

To continue, remove your security key from your device, then reinsert and touch it

P

Cancel

- Cham tiép vao logo mau vang trén khod bao mat VinCSS FIDO2® Touch
1 14n nita dé x4c nhan va két thuc viéc reset khod bao mat VinCSS FIDO2®
Touch 1.

Touch to confirm reset

Touch your security key again to confirm reset. All information stored on the
security key, including its PIN, will be deleted.

Cancel

- Qua trinh reset thanh cong. Nhan OK dé két thic.

Reset your security key

Your security key has been reset

Tai liéu cong bd
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I1.3. Nén tang Linux

Cac phién ban dudi day hién tai da hd trg san khoa xac thyc VinCSS FIDO2®
Touch 1:

- Ubuntu 20.04
- Debian 10.5
- CentOS 8

Vi phién ban Ubuntu 18.04 tré xudng, ta can thiét 1ap cau hinh “udev rules”.
Céc thao tac khac dé quan ly khoa bao mat dugc thuc hién trén trinh duyét Chrome
(twong tw nhur nén tang macOS).

CAu hinh udev rules cho Ubuntu 18.04 trd xudng.

- Tao file c6 tén 66-vincss-fido2-access.rules trong thu muc /etc/udev/rules.d
v61 ndi dung nhu sau:
ACTION!="add|change|move", GOTO="mm_usb_device blacklist_end"
SUBSYSTEM!="usb", GOTO="mm_usb_device blacklist end"

ENV{DEVTYPE}!="usb_device", GOTO="mm_usb _device blacklist end"

# VinCSS FIDO2 Touch 1

ATTRS{idVendor}=="0483",ATTRS{idProduct}=="a2ca", ENV{ID_MM_DEVICE_IGNORE}="1"
# VinCSS FIDO2 VOS Aris Pro

ATTRS{idVendor}=="18d1", ATTRS{idProduct}=="4eel", ENV{ID_MM_DEVICE_IGNORE}="1"
# VinCSS FIDO2 VOS Aris

ATTRS{idVendor}=="18d1", ATTRS{idProduct}=="4ee7", ENV{ID_MM_DEVICE_IGNORE}="1"
LABEL="mm_usb_device_blacklist _end"

# VinCSS FIDO2 Touch 1

SUBSYSTEM=="hidraw", ATTRS{idVendor}=="0483", ATTRS{idProduct}=="a2ca",
TAG+="uaccess"

# VinCSS FIDO2 VOS Aris Pro

SUBSYSTEM=="hidraw", ATTRS{idVendor}=="18d1", ATTRS{idProduct}=="4eel",
TAG+="uaccess"

# VinCSS FIDO2 VOS Aris

SUBSYSTEM=="hidraw", ATTRS{idVendor}=="18d1", ATTRS{idProduct}=="4ee7",
TAG+="uaccess"

- Sau khi tao xong file, truy cap Terminal va tién hanh chay céu I¢nh sau:

Tai lidu cong bd Trang 18 | 55
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sudo udevadm control --reload-rules && sudo udevadm trigger

Hoic co thé truy cdp duong dan: “https:/github.com/VinCSS-Public-
Projects/FIDO2-Support/tree/main/Linux” dé tai file rules VinCSS da cap nhat moi
nhit.

III. XAC THUC VOI VINCSS FIDO2® TOUCH 1
IL.1. Xac thwe khong mat khdu véi dich vu Microsoft

- Truy cép https://microsoft.com, chon Pang nhap.

N\

Tt ca Microsoft .. Timkiém O  Giéhang ¥ | Bangnhap ( 2,)

+/
/

- Nhap thong tin account (username/password) dé dang nhap.

B Microsoft
Pang nhap
fm b, 0= Ty -

Khoéng cé tai khoan? Tao tai khoan!

BPang nhap bang Windows Hello hodc khoa bao mat @

- Sau khi dang nhap thanh cong, Chon Tai khoan Microsoft cua toi.

B Microsoft Déng xuét

Farts~l T .
m = ﬂIl

Ho so cla toi

Dang nhép bang tai khoan khac
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- Chon muc Bdo mat.

i khoan Microsoft ban  Quydnr Thanh to Dich vy &

L K . Fdhvmiy Tai Microsoft 365 Thay d6i mat khau
'i!:_u_l-t 1 "-' II'I'H' b 1 Dich v‘u&{)éng ky D siomat
I o b hemada®  @gmail.com
() Microsoft 365 .

Cac ting dung cao cdp cia Office, kho Iutu trif dam may OneDrive ciing nhidu san phdm khac

&

Ao

Mua Microsoft 365 Family

Lam viéc higu qua hon - mua géi Microsoft 365 Family gém c6 Word, Excel, PowerPoint, cing nhiéu
{ing dung khéc

Tai Microsoft 365

@ B nhé trén OneDrive
Lutu anh v t8p clia ban véo OneDrive va truy nhap ching tif moi thiét bi, moi noi

%
rs
S

Thiét bi
Tim, stfa chifa va quan ly thiét bi clia ban

Xem tat ca cac thiétbi 2) A

Al S KIS L Ll
g &l
Xem chi tiét Xem chi tiét

Colién quan  Lén lich sifa chita  Tim thiét bi HG trg truc tuyén

- Chon Céc tuy chon biao mit ning cao dé thay doi phuong thirc bao mat.

it khdu
n day nhét: 23/12/2020

Thay ddi mé
Lén cép nh

Bao mat 2

Théng tin cd ban vé bao mat

Quan Iy mat khau, bao vé tai khodn clia ban va xem cac tai nguyén bao mét khac.

/ [oee]

Hoat déng Bang nhap

Xem thesi gian va dia diém ma ban d déing
nhdp va cho ching t6i biét néu 6 didu gi dé
bét thuing.

Xem hoat ddng cua toi

Bio mat Mét khau

ciia ban an toan hon
u manh hdn.

Giop git cho ti k
bling cach sif dung

Thay ddi mat khdu cta toi

of

Cac tuy chon bao mét nang cao

Thifsif dung cc tiy chon bao mat mési nhét
dé gidp gilr an todn cho tai khodn

Bat dau

Duy tri bao mét véi Windows 10

ws 10 gidp dé
hon véi tinh ndng b
blng céch sif dung Tinh

0 an todn dé dang

Kiém tra bao mat Windows

- Chon Thém cach méi dé diang nhap hoic xac minh.

Tai khoan Microsoft | Thongtinciaban — Quyénriéngty  Baomat  Rewards  Thanh todn & Iap héa don Dichvu & dangky  Thiét bj

a Xac nhan hai buéc
Bao mat

Thay déi >

Quan Iy >

Céch dé chitng minh ban 1a ai

Quin ly céc tily chon dang nhap va xéc minh cho tai khoan Microsoft ctia ban. Tim hiéu thém vé viéc dang nhap va xéc minh

v [= Nhap matkhdu @ Capnhat

Thay ddi gan nhat  R= wt a Buoc sit dung cho  Bang nhap tai khoan

Thay d6i matkhdu  Xem hoat déng

> [ Guima qua email = == W@gmail.com © Capnhat

@ Thém cich mdi dé dang nhap hoac xac minh

Tai liéu cong bd
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- Trong 6 tuy chon, chon Sir dung khéa biao mat.

Chon thém mét cach dé xac minh hoac
dang nhap

S dung Ung dung
Nhanh chong chap thuan thong bao

dang nhap trén dién thoai ctia ban.
GUri ma qua email
E Nhan email va dang nhap bang ma.

e o SudungPCchay Windows cta ban
N\ Pangnhap bang cach s dung khudn
mat, dau van tay hoac ma PIN.

Pang nhap bang thiét bj USB, Bluetooth

ﬂ S dung khoa bao mat
hoac NFC.

GUri ma qua tin nhan van ban
Nhan tin nhan van ban va dang nhap

bang ma.

- Chon USB device, gin khoa bao.mat VinCSS FIDO2® Touch 1 vao may
tinh va chon Tiép theo.

Thiét 1ap khoa bao méat clia ban
Hay chudn bi san khéa clia ban

El Thiét bi m Thiét bi
USB~ | NFC

Dé sir dung khéa bao mat USB, khi dugc nhéc, hdy cdm khéa bao mét vao cdng USB. Khi
dugc nhic thue hién hanh déng tiép theo, hdy cham vao hinh tron hodc niit mau vang trén
khéa clia ban, néu cé.

Dé biét huéng dan chi tiét vé cach két ndi cac khoéa clia ban, vui ldng truy nhap website cia nha san xuat khéa.
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- Chon External security key or built-in sensor dé thiét lap khoa bao mat.

Use your passkey

Choose which device has the passkey for login.microsoft.com

lI-' External security key or built-in sensor >
[:S A different device »
Cancel

- Nhan OK & tiép tuc thiét 1ap khoa bao mat.

Windows Security X

Security key setup

Set up your security key to sign in to login.microsoft.com as
N m '@gmail.com.

This request comes from Chrome, published by Google LLC.

OK Cancel

- Nhan OK dé tiép tuc.

Windows Security X

Continue setup

This will let login.microsoft.com see the make and model of your
security key

login.microsoft.com wants to create a credential on your security
key. This lets you sign in without having to type your username.

Note: A record of your visit to this site will be kept on your
security key.

OK Cancel

Tai liéu cong bd Trang 22 | 55
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- Két ni khoa bao mat v41 may tinh, cham vao khod bao mat khi nhan dugc
thong bao.

Windows Security X

Continue setup

8
Touch your security key.

Cancel

- Nhap ma PIN di dugc thiét 1ap truée d6 va nhan OK.

Windows Security X

Continue setup

Please enter your security key PIN.

R

oK Cancel

- Cham vao logo mau vang trén khoa bao mat VinCSS FIDO2® Touch 1 dé
tiép tuc.

Windows Security X

Continue setup

8
Touch your security key.

Cancel

- Pit tén cho thiét bi khoa bao mat dé dé phan biét trong truong hop ngudi
dung str dung dong thoi nhiéu khoa, nhin Tiép theo dé xac nhan.

Thiét 1ap khda bao méat clia ban

Pat tén cho khda bao mat mdi cla ban

Goi y: Hay dat tén cho khoa dé sau nay ban sé biét day 1a khda nao.

[ VinCSS FIDO2 Touch 1

Tai liéu cong bd Trang 23 | 55
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- Nhan Pi hiéu dé hoan tit ding ky Security key.

Ban da san sang roi!
L4n t6i dang nhap, ban cé thé str dung khda bao mat clia minh thay cho mat khdu dé d&ng nhap.

Thém mot khoa bao mat khac

- Pé kiém tra ludng dang nhap, truy cap vao https://microsoft.com/ réi chon

Ping nhap bang Windows Hello hoiic kho4 biao mit.

BT Microsoft

Pang nhap
Email, dién thoai hoac Skype

Khoéng c6 tai khoan? Tao tai khoan!

Déng nhap bang Windows Hello hodc khda bao mat @

Tiép theo

@\ Tuy chon ding nhap

- Chon External security key or built-in sensor dé¢ ding nhap bang khoa
bao mat.

Use your passkey

Choose which device has the passkey for login.microsoft.com

l}' External security key or built-in sensor 3

[::j A different device >

Cancel

Tai liéu cong bd Trang 24 | 55
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- Cham vao kho4 bao mat khi nhan dugc thong bao.

Windows Security
Making sure it's you
Please sign in to login.microsoft.com.

This request comes from Chrome, published by Google LLC.

8

Touch your security key.

Cancel

- Nhap ma PIN di duoc thiét 1ap truée d6 va nhan OK.

Windows Security
Making sure it's you
Please sign in to login.microsoft.com.

This request comes from Chrome, published by Google LLC.

Please enter your security key PIN.

Q eoesl

OK Cancel

- Cham vao logo mau vang trén khoa bao mat VinCSS FIDO2® Touch 1 dé
tiép tuc.

Windows Security
Making sure it's you
Please sign in to login.microsoft.com.

This request comes from Chrome, published by Google LLC.

8

Touch your security key.

Cancel

Qua trinh dang nhap thanh cong. Nguoi dung vao duogc tai khodn.
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II1.2. Xac thwe khong mat khdu véi dich va OVPN

- Mo¢ ting dung VinCSS OVPN Client, trén giao dién cua trng dung chon
Import new profile.

VinCSS OVPN Client

C55

OVPN CLIENT

Import new profile

- Hodc, nhan chudt phai vao biéu tugng VinCSS OVPN Client trén taskbar,
chon Import profile.

Import profile
Show Window
Quit

317 CH

AN DG Z D) 0

2
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- Trén giao dién cua Gmg dung VinCSS OVPN Client, nhan véao biéu tuong
van tay mau do dé tién hanh két ndi VPN.

e
OVPN CLIENT

USERO01-CSS-Profile

- Hoic nhin chudt phai vao biéu tuong VinCSS OVPN Client ¢ taskbar, chon
VPN profile can két ndi, sau d6 chon Connect.

USERO1-CSS-Profile » Connect

‘ emove
Import profile

Show Window

Quit

3:16 CH

ADGDEW

2
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- Gan khoa bao mat VinCSS FIDO2® Touch 1 vao may tinh. Nhap Username
(khong phan biét chit hoa, chit thuong), chon Next. Sau d6 chon Use

security key.

Sign in
Scan this with the VinCSS FIDO2
mobile app to continue

Please input username to
continute

OR

Insert your security key into USB port
or turn on Bluetooth

ﬁ NE[' ’B’)
USERO1 m

se usernameless Lost key?

Nelcome USERO1T X

Scan this with the VinCSS FIDO2
mobile app to continue

Insert your security key into USB port
or turn on Bluetooth

N B

Use security key

Use usernameless Lost key?

Hodc nhan Use usernameless va chon Use security key.

Signin
Scan this with the VinCSS FIDO2 mobile app
to continue

Please input username to
continute

OR

Insert your security key into USB port or turn
on Bluetooth

N”EC R

Lost key?

Signin
Scan this with the VinCSS FIDO2 mobile app
to continue

r.._q,;l_ﬁ.. 2o
@ o ﬂﬂliﬂqi?“
""1;;'La

.,1

f-.q-l'

"%ﬁ@

Insert your security key into USB port or turn
on Bluetooth

Nc B

Use security key

Use passwordless Lost key?

Tai liéu cong bd
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- Cham vao logo mau vang trén khoa bao mat VinCSS FIDO2® Touch 1 khi
nhan dugc thong béo.

Windows Security X
Making sure it's you
Please signinto+ g g.vincss.net.

This request comes from VinCSS OVPN Client, published by
VINCSS INTERNET SECURITY SERVICES JOINT STOCK COMPANY.

8

Touch your security key.

Cancel

- Nhap ma PIN cua kho4 bao mat VinCSS FIDO2® Touch 1 va chon OK.

Windows Security X
Making sure it's you
Please sign in to vincss.net.

This request comes from VinCSS OVPN Client, published by
VINCSS INTERNET SECURITY SERVICES JOINT STOCK COMPANY.

Please enter your security key PIN.

R eoesl

OK Cancel

- Cham vao logo mau vang trén khoa bao mat VinCSS FIDO2® Touch 1 khi
nhan dugc thong béo.

Windows Security X
Making sure it's you
Please signinto+ g g.vincss.net.

This request comes from VinCSS OVPN Client, published by
VINCSS INTERNET SECURITY SERVICES JOINT STOCK COMPANY.

8

Touch your security key.

Cancel
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- Man hinh cho khi dang két ndi ti server. Khi két néi VPN thanh cong, trén
giao dién tmg dung hién thi trang thasi CONNECTED.

- e
CsS el
OVPN CLIENT OVPN CLIENT

CONNECTING

USERO01-CSS-Profile USER01-CSS-Profile

00:00:02

- Trén “tray bar” s& hién thi biéu tuong logo ing dung mau xanh bao hiéu
két ndi thanh cong.

319CH

AN G SO ZED 0nm

&

IIL.3. Xac thuc 2 yéu to véi dich vu Google

- Truy cép vao https://accounts.google.com, dang nhap vdi username va password.

Google
bang nhép

Str dung Tai khoan Google clia ban

[ Email hodc sd dién thoai

Ban quén dia chi email?

Day khong phai mdy tinh clia ban? Hay str dung ché dé
Khach dé& dang nhap méot cach riéng tu. Tim hiéu thém

Tao tai khoan Tiép theo
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- BAam vao biéu tuong account goc trén bén phai, chon Quan ly Tai khoan

Google cia ban.

o
Q+

>

Chinh sach quyén riéng tu « Diéu khoan dich vu

p o omeom
R R ' ™

Quan ly Tai khoan Google cua
ban

Thém moét tai khoan khac

Dang xuat

- Chon muc Bdo mat tai menu bén trai.

Go

©

gle Tai khoan Q

Trang chu

Thoéng tin ca nhan

D{r liéu va quyén riéng tu
Bao mat

Moi ngudi va chia sé

Thanh toan va goi thué bao

Gidi thidu

- Chon muc X4c minh 2 buée dé thiét 1ap xac thuc hai yéu t6.

bang nhap vao Google

»AxTD

Mat khau Thay doi lan gan day nhat: 11thg 1, 2021 >
Sir dung dién thoai dé dang nhap @ bPang tat >
Xac minh 2 budc @ Pang tat >
Tai liéu cong bd Trang 31 | 55
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- Trong trudng hop chua dang ky xac thuc 2 bude trude do, can xac minh
danh tinh ctia ngudi dung trudce khi thiét 1ap khoa bao mat. Nhan Bit Pau.

< Xac minh 2 budc

Bdo vé tai khoan ctia ban bang tinh ndng Xac minh 2 buéc

Hay ngén chdn tin tic truy cdp vao tai khodn cia ban bang mt I6p bao mét nira. Khi ban
dang nhap, tinh nang Xac minh 2 budc giup dam bao théng tin ca nhan cua ban luén &
ché @ riéng tu, an toan va bao mat

. Dé dang bao mat
v

Ngoai mat khau cia ban, tinh nang Xac minh 2 budc con thém
bude thy hai nhanh chéng dé xdc minh danh tinh cla ban.

St dung tinh nang X&c minh 2 budc cho tét ca tai khoan
trire tuyén cua ban

Tinh ndng Xac minh 2 budc da dugc chirng minh |13 phuong
thuc gidp ngan chan céc cudc tan cong mang trén dién rong.
Hay bat tinh nang nay & bat cur dau cé nd dé bao vé tat ca tai
khodn truc tuyén cda ban.

©

Sater with Google

BAT DAU

o Nhap mat khau dé xac minh danh tinh va nhan Tiép theo.

Google
LT e Hien

e ' . =1 D@gmail.com v

DE tiép tuc, trudc tién, hay xac minh danh tinh cta ban

Nhép mat khau cuta ban

[J Hién mat khau

Ban quén mat khau?
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o Nhian Tiép tuc dé sir dung s dién thoai 1am budc thtr 2 dé dang nhap.

& Xac minh 2 bude

il

Str dung sé dién thoai cia ban lam budc thir hai d€ dang nhap

Sau khi ban nhip mat khdu, hé théng sé guri 101 nhac clia Google theo phuong thirc an
toan dén moi dién thoai ma ban da dang nhap. Ban chi c&n nhén vao thong bao dé xem
101 nhdc va dang nhap

Céc thiét bj nay cé thé nhan 16i nhac

|

Ban khéng thay thiét bi cia minh?

Hién thém tuy chon

o Nhap so0 dién thoai va lya chon cach nhan'ma ro61 nhan Gwi (mdac dinh
nhdn bang tin nhan van ban).

< Xac minh 2 budc

Gan xong roi! Hay thém mét tuy chon du phong

Néu ban mat dién thoai hodc budc thir hai khéng cé san, thi ban sé can mét tuy chon du
phoéng dé gitp ban truy cap vao tai khoan cta minh.

+84 == 11i

Google sé chi sir dung s& nay dé bao mat tai khoan

Khong str dung s Goo

Phi tin nhan hodc di liéu cé thé ap dung

Ban mudn nhan ma bang céch nao?

@® Tinnhanvanban () Cudc goi dién thoai

SU' DUNG MOT TUY CHON DU PHONG KHAC m
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o Nhép ma x4c minh dugc gti vé dién thoai va nhan Tiep theo.

< Xac minh 2 budc

Xéc nhan s6 dién thoai c6 hoat dong

Google vira giri mét tin nhan van ban c6 mot ma xac minh t6i 0= & " & = &
«="01

Khéng nhan duoc? Hay gui lai

QUAY LAI TIEP THEO

o Nhin vao Bét dé bat Xac minh 2 buéc.

< Xac minh 2 budc

Béat tinh nang Xac minh 2 budéc?

Budc thu hai: Google prompt (mac dinh)
Tuy chon du phong: Tin nhan van ban hoéc tin nhan thoai

Ban sé van duy tri dang nhap vao 1.u P I I J@gmail.com trén cdac thiét bj nay: "Il I
ool b lm™ "M" A%

Ban ¢6 thé bi dang xuat khoi céc thiét bj khac cia minh. D& dang nhép lai, ban can st
dung mat khau va budc thi hai.

BAT
o Hoan thanh budc xac minh.
< Xac minh 2 budc
Xdc minh 2 buéc duge BAT tir 1 thg 2, 2023 TAT

Tai liéu cong bd
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- O muc xac minh 2 budc, chon Khoa biao mat.

& Xac minh 2 budc

Tin nhan van ban hoac tin nhan thoai
ORfad | ul : Pa xac minh

Ma xdc minh dugc guri bang tin nhan van ban

Thém céc budc thir hai khac dé xac minh danh tinh cta ban

Thiét lap cac bude du phong bé sung dé ban c6 thé dang nhap ngay khi ca khi khong thé sir dung céc
tuy chon khac

X Ma du phong
Nhirng mat ma moét Ian cé thé in duge cho phép ban dang nhap khi & xa dién
thoai ctia minh, nhu khi ban dang di chuyén

g Ung dung Authenticator
\
S(r dung Ung dyng Authenticator dé |ay ma xac minh mién phi, ngay ca khi
dién thoai ctia ban khéng cé két ndi mang. Ung dung nay hoat dong trén
Android va iPhone

Or Khéa bao mat
Khéa bao mat la mot phuong phap xac minh gidp ban dang nhap mét cach
an toan. Khoéa nay cé thé duoc tich hop vao dién thoai clia ban, két ndi thong
qua Bluetooth hodc cam truc ti€p vao cdng USB trén may tinh cla ban

- O muc Khoa bao mét, chon Thém khoa bio mat.

< Khoa bao mat

Khoa bao mat la lua chon an toan hon cho budc thu hai. Ban
co thé thém khoa vat ly hoac sir dung khoa tich hop trén dién

thoai. Tim hiéu thém 0

Chon Vat 1y r6i nhan Tiép dé thém khoa bao mat.

Thém khoa bao mat

C6 mot s6 loai khod bao mat ban cé thé thém vao tai khoan clia minh dé dang
nhap. Cach sir dung khod bdo mat

Chon loai khoa

O 5 Pién thoai Android

Khoa tich hgp trén dién thoai ctia ban

® o ey

Khoa NFC hoac USB vat ly

Hay Tiép
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- Nhan OK & tiép tuc thiét 1ap khoa bao mat.

Windows Security X

Security key setup

Set up your security key to sign in to google.com as
= =m «~@gmail.com.

This request comes from Chrome, published by Google LLC.

OK || Cancel

- Nhan OK dé tiép tuc.

Windows Security X

Continue setup

This will let google.com see the make and model of your security
key

OK Cancel

- Két ndi khod bao mat v4i mdy tinh, cham vao loga'mau vang trén khoa bao
mat VinCSS FIDO2® Touch 1 khi nhin dugc‘thong bao.

Windows Security X

Continue setup

i
Touch your security key.

Cancel

- Nhap ma PIN di dugc thiét 1ap truée d6 va nhan OK.

Windows Security X

Continue setup

Please enter your security key PIN.

g Y

OK Cancel
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- Pit tén cho thiét bi khoa bao mat dé dé phan biét trong truong hop ngudi
dung st dung ddng thoi nhiéu khoa (#6i da 20 ky tw), nhan Tiép dé xac
nhan.

Pat tén cho khoa ctia ban

Dét tén cho khoa dé ban c6 thé dé dang nhan dang sau nay

VinCSS FIDO2 Touch 1

- Chon Tiép dé hoan tit dang ky. Tur thoi diém nay.moi dich vu ctia Google
yéu cau nguoi dung dang nhap phai xac thuc hai'yéu t6.

Cach dang nhap bang khoa bao mat thong qua USB

2 ® 00

Ban ciing cé thé cam khod tryc tiép vao thiét bj ma ban dang dang nhap.

« Hay cam khoa bao mat vao cdng USB trén thiét bj. Ban c6 thé can céap hoac
dau chuyén dai.

« Néu ban thay théng bao tir dich vu Google Play, hdy nhan vao OK.

« Néu khod c6 vong tron dém mau vang, hdy cham vao vong tron dém dé. Néu
khoa c6 nut, hay nhan vao nat dé.

« Néu khod khéng c6 bat ky dac diém nao trong sd nay, hay thao va cam lai khoa
dé két nai.

Quay lai Tiép
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- bPang ky khoa bao mat thanh cong.

Khoa bao mat clia ban

R VInC$S$ FIDO2 Touch 1 (D4 thém: 16 phut trudc) 7

&n sir dyng cudl

+ Thém khoa bao méat

- Dé kiém tra ludng dang nhap, truy cdp vao https://accounts.google.com rdi
dang nhap bang tai khoan va mat khau.

Google
bang nhap

S{r dung Tai khoan Google ctia ban

Email hodc sé dién thoai

N " EI@gmail.com

Ban quén dia chi email?

Day khong phai méy tinh cia ban? Hay str dung ché do
Khéch dé dang nhap mét cach riéng tu. Tim hiéu thém

Tao tai khoan Tiép theo

- Sau khi xac thuc v6i mat khau, trinh duyét yéu cau nguoi ding thuc hién
xac thuc bang khoa bao mat. Nguoi dung gan VinCSS FIDO2® Touch 1
vao mdy tinh, cham vao logo mau vang trén khoa bao mat VinCSS FIDO2®
Touch 1 dé thuc hién xéac thuc hai yéu td.

Windows Security X
Making sure it's you
Please sign in to google.com.

This request comes from Chrome, published by Google LLC.

8

Touch your security key.

Cancel
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- Quad trinh dang nhap thanh cong, nguoi dung vao duogc tai khoan.

Google Tai khoan Q

@ Trangcht

EE) Théng tin cé nhan
@@ DIrliégu va quyén riéng tu
& Baomat

2, Moi ngudi va chia sé

B3 Thanh toan va géi thué bao

@ aiithigu

tu
Quyenriéngty  Bieukhodn  Tro gidp
Gi6i thiéu

Quyén riéng tu va ca
nhan hoa

Xem di liéu trong Tai khoan Google
ciia ban va chon hoat déng sé dugc

Iuu dé ca nhan héa trdi nghiém cla

Quan ly dir liéu va quyén riéng tu ciia ban

Xin chao g 5 TETR R,

mat cho ban

3

ban trén Google

Chung téi c6 cac muc dé xuat vé quyén riéng

Thuc hién quy trinh Kiém tra quyén riéng tu va chon cac tuy chon cai
dat phi hgp véi ban

Xem muc dé xuat (1)

Chung téi cé mot s6
hanh déng dé xuét bao

Céng cu Kiém tra bao mat c6 mot s
hanh déng dé xuét cho ban

Bao vé tai khoan cua ban

Quan Iy théng tin, quyén riéng tu va ché dé bao mat dé Google hoat dang hiéu qua cho ban. Tim hiéu thém

(0]

II1.4. Xac thue 2 yéu to véi dich vu Facebook

- Ding nhép vao https://www.facebook.com/ sau d6 vao phan Cai dit va

chon Bao mat va dang nhap bén menu trai.

- Chon Chinh sira ¢ phan Dung tinh ning xac thuc 2 yéu t6.

Cai dat
{§} Chung
@ Bao mat va dang nhap

@ Thong tin cla ban trén Facebook

facebook <

A Caidat
a @} Chung
@ Bao mét va dang nhap

® Théng tin cua ban trén Facebook

>l
L .
El Quyén riéng tu
© .
0 Trang ca nhén va gén thé
G
Bai viét cong khai
&

& chin

© vitri

@ Ngén ngif va khu vuc
[B Tin

Q Théng bao

B opidéng

@ Ung dung va trang web

= Tién ich tich hgp cho doanh nghiép

Quang céo

a0 mat va aang nnap

D8 xudt

Kiém tra cac cai dit bao mat quan trong

Hay cling thuc hién mdt vai bubc theo hung dan dé bao vé tai khoar

Ndi ban da dang nhap

ap M P e e
-y A

L CTE SR L R

v Xem thém

Déng nhdp

D6i mat khdu

Ban nén sif dung mét khau manh ma minh chua sif dung

Luu théng tin d3ng nhip cla ban
Bat « Thong tin nay sé chi dudc luu trén nhifng trinh duy

Xéc thyc 2 yéu t§

Dung tinh néing xéc thyc 2 yéu té

Ching t6i sé& yéu cau ma dang nhap néu phat hién thay

Déng nhap hop I1&

&t va thiét bi ban chor

in ding nhap tif thiét bi hodc tr

Xem lai danh sach thiét bi ma ban sé khdng can dung méa dang nhap

Xem

Chinh sifa

Chinh sifa
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- Tu danh sach Chon phwong thirc bado mat, chon Str dung khéa bao mat.

Chon phudng thifc bao mat

2@ Ung dung xéc thuc Tin nhan vin ban (SMS)

*& D& xuat - Tao ma x4c minh bang céc (ng dung nhu ' Dung tin nhén van ban (SMS) dé nhan ma xéc
Google Authenticator hodic Duo Mobile dé dam bao an minh. Vi Iy do bdo mat, ban khéng thé dung
toan tét hon. s6 dién thoai xac thuc 2 yéu t6 dé dat lai mat

khau khi dang bat tinh ning nay.

Dung tin nhéan vin ban (SMS)

Khoéa bao mat

i SUr dung khda bao mat vat ly dé khdng ai c6 thé truy
cap trai phép vao tai khoan Facebook cua ban. Ban sé
khéng can nhap méa nifa.

Sif dung khéa bao mat

- Gan khoa bao mat VinCSS FIDO2® Touch 1 vao may tinh va nhin Ping ky
khéa bao mat.

Xéc thuc 2 yéu té X

H Cam khoéa bao mat

Néu c6 khéa bao mat USB, ban c6 thé ding khéa dé bao vé tai

khoan Facebook ctia minh.
Quay lai ‘ Pang ky khoa bao mat \

- Chon External security key or built-in sensor dé thiét 1ap khoa bao mat.

Use your passkey

Cheoose which device has the passkey for facebook.com

\P External security key or built-in sensor >
[::] A different device >
Cancel
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- Pé tiép tyc qua trinh ding k¥, nhin OK.

Windows Security X

Security key setup

Set up your security key to sign in to facebook.com as |j
= mm

This request comes from Chrome, published by Google LLC.

OK Cancel

- Nhan OK dé tiép tuc.

Windows Security X

Continue setup

This will let facebook.com see the make and model of your
security key

OK Cancel

- Keét nd1 khod bao mat vo1i may tinh. Cham vao biéu trong mau vang trén
kho4 bao mat khi nhan dugc thong bao.

Windows Security X

Continue setup

i
Touch your security key.

Cancel

- Nhap ma PIN cuia khoa bdo mat VinCSS FIDO2® Touch 1 dé xac thuc. Sau
d6 nhan OK.

Windows Security X

Continue setup

Please enter your security key PIN.

R eoes

OK Cancel
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- Cham vao logo mau vang trén khoa bao mat VinCSS FIDO2® Touch 1 dé
hoan thanh dang ky.

Windows Security X

Continue setup

i)
Touch your security key.

Cancel

- Pit tén cho thiét bi khoa bao mat dé dé phan biét trong truong hop ngudi
dung str dung dong thoi nhiéu khoa, nhdn Ok dé xac nhan.

Xéac thuc 2 yéu té X

H Qua khoéa bao mat

Ban c6 thé sir dung bét ky khéa nao trong sé nay khi phai xac
minh hoat déng dang nhép.

KHOA DA DANG KY

VinCSS FIDO2 Touch 1 S (.
Ngay thém: 8 thang 10, 2022

Thém khéa bao mat méi

- Pé kiém tra ludng dang nhap, truy cap vao https:/facebook.com/ rdi dang
nhap véi tai khoan va mat khau.

Email hodc s6 dién thoai

facebook
R L
vGi moi ngudi trong cudc séng cua ban.

Quén mat khau?

Tao tai khoan méi

Tao Trang danh cho ngui ndi tiéng, thuong hiéu hodc doanh
nghiép.
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- Chon External security key or built-in sensor dé xac thuc bang khoé bao
mat.

Use your passkey

Choose which device has the passkey for facebock.com

'-IJ External security key or built-in sensor

[::] A different device

Cancel

- Nguoi dung gan VinCSS FIDO2® Touch 1 vao may tinh. Cham vao logo
mau vang trén khoa bdo mat dé thuc hién xéc thuc hai yéu td:

Windows Security X

Making sure it's you
Please sign in to facebook.com.

This request comes from Chrome, published by Google LLC.

8

Touch your security key.

Cancel

- Nhap ma PIN di dugc thiét 1ap truée d6 va nhan OK.

Windows Security X

Making sure it's you
Please sign in to facebook.com.

This request comes from Chrome, published by Google LLC.

Please enter your security key PIN.

R

- |

OK Cancel
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- Xac thyc thanh cong. Chon Khong luu roi nhan Tiép tuc.

Nh& trinh duyét

Khi d3 Iuu trinh duyét, néu dang nhap lai cling tif trinh duyét nay thi ban sé& khdng phai nhap ma
xac minh nita.

Luu trinh duyét
© bing luu

IL.5. Xac thyc 2 yéu t6 voi dich vu Dropbox

- Truy cdp vao dich vu Dropbox tai https://dropbox.com/, ddng nhap va chon
Settings.

oL@
6 ‘m I--IT-

Your account has 2 GB storage

Upgrade

Settings

Automations New
Install Dropbox app

Sign out

® Add team account

- Tai muc Security, bat tinh nang Two-step verification.

# 33 Dropbox
< g l Q Search
Home
s Al files Personal account
Recents General Plan Security Notifications Connected apps Default apps Brandina Referaf
4 »
Starred
Photos Security checkup
Take a minuti eview your Dropbox security settings. Start checkup
Signatures New
Shared
File requests Password
3 Change password
= Set a unique password to protect your personal Dropbox account
Deleted files HniRepe f fipersons
Two-step verification
Off
Require a security key or code in addition to you ord @
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- Hop thoai Enable two-step verification xuat hién. Chon Get started.

Enable two-step verification X

Two-step verification adds an extra layer of protection to your account. Whenever
you sign in to the Dropbox website or link a new device, you'll need to enter both
your password and also a security code sent to your mobile phone.

Learn more Get started

- Nhap mat khau va nhin Next dé tiép tuc.

Enable two-step verification

For security, please enter your password for g m@gmail.com.

- Luwa chon phuong thirc xac nhén va chon Next.

Enable two-step verification

How would you like to receive your security codes?

Use text messages Use a mobile app
o Security codes will be sent to O Security codes will be
your mobile phone generated by an authenticator
app

- Nhap s6 di¢én thoai d€ nhan ma xac thuc va nhan Next.

Enable two-step verification

Enter your mobile phone number

We'll send a security code to this phone number whenever you sign in to the
Dropbox website or link a new Device.

Vietnam +84 1 el ‘
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- Nhip ma xac thuc dugc gui vé s6 dién thoai da nhap trudc dé va chon Next
dé tiép tuc.

e i X
Enable two-step verification
We sent a security code to +84 ] . Enter it below to verify your phone
number
o = ‘

oo [

- M3 x4c nhén 1 1an duogc gtri lai. Chon Next dé tiép tuc.

Enable two-step verification

Your security codes will be sent by text message

Primary phone number
+84 CH EEm

You can use these one-time backup codes to access your account.

1' ‘ u 6 | N | | |
2- -l-. 7 ... h
3- Il N | | 8 H = lIl
4. wgEpl " 9. =EE "
2. i F e 10. ~..® 5,

Write these down and keep them safe.

oo [

- Bat xac minh hai budc thanh cong. Chon Next dé hoan thanh.

g 2 X
Enable two-step verification

From now on, when you sign in to the Dropbox website or link a new device, you'll
need to enter a security code from your phone.
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- Chon tinh ning Add trong muc Security keys dé bat dau tién hanh thiét lap

khoa bao mat.

Personal account

Preferred method

Choose how to get your security codes.

Backup method

Add a backup phone number for security codes

Recovery codes

Get security codes to use when you can't access your phone

General Plan Security Notifications Connected apps Default apps Branding Referaf
»
Two-step verification
On
Require a security key or code in addition to your password o

SMS (+84 ms =) Edit
Add

Show

Security keys

0 keys Edit

Require a physical key be plugged into your USB port to sign in Add
Trusted Devices = e All
Revoke trusted status from your devices that skip two-step verification EVOKRE

- Chon Begin setup dé bat dau qué trinh dang ky khoa bao mat VinCSS

FIDO2® Touch 1.

Add security key

ko 3~

logging into Dropbox. Learn more

A security key allows you to complete two-step verification securely and conveniently, when

- Nhap mat khau dé tién hanh dang ky.

Add security key

For security, please enter your password for

<.com,

- Két ndi khoa bao mat VinCSS FIDO2® Touch 1 vao may tinh.

Add security key

ko 1~

Start by inserting your security key into a USB port. Learn more

Tai liéu cong bd
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- Chon External security key or built-in sensor dé thiét lap khoa bao mat.

Create a passkey

Choose how you want to create a passkey for

P

External security key or built-in sensor

aa)

s, A different device

www.dropbox.com

Cancel

- Pé tiép tyc qua trinh ding k¥, nhin OK.

Windows Security

Security key setup

Set up your security key to sign in to facebook.com as |
" m

OK Cancel

This request comes from Chrome, published by Google LLC.

- Nhén OK dé tiép tuc.

Windows Security

Continue setup

This will let facebook.com see the make and model of your
security key

OK

Cancel

- Cham vao biéu tuong mau vang trén khoa bao mat khi nhan dugc thong

bao.

Tai liéu cong bd

Windows Security

Continue setup

i)
Touch your security key.

Cancel
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- Nhap ma PIN cuia khoa bdo mat VinCSS FIDO2® Touch 1 dé xac thuc. Sau
d6 nhan OK.

Windows Security X

Continue setup

Please enter your security key PIN.

R

oK Cancel

- Pit tén cho thiét bi khoa bao mat dé dé phan biét trong truong hop ngudi
dung str dung dong thoi nhiéu khoa, nhan Finish dé xac nhan.

Add security key %

°c® |[]

Key added!

You can now use your security key to complete two-step verification when you sign
into Dropbox.

If you'd like, you can also set a nickname for this security key, so that it's easier to
tell apart from any other key you have.

VinCSS FIDO2 Touch 1 ‘

- Pé kiém tra luéng dang nhap, truy cap vao https:/dropbox.com/ rdi ding

nhdp bang tai khoan va mat khau.

%2 propbox

Sign in or create an account

(c] Sign in with Google
[ Sign in with Apple

or

&R el cOM

his page is protected by reCAPTCHA, and subject to the

Google Privacy Policy and Terms of service.

R m

Forgot your password?

Tai liéu cong bd
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Sau khi x4c thuc v6i mat khau, trinh duyét yéu cdu nguoi dung thyc hién

xac thuc bﬁng khoéa bao mat. Chon External security key or built-in

sensor.

Create a passkey

Choose how you want to create a passkey for www.dropbox.com
LIJ External security key or built-in sensor

[::j A different device

Cancel

- Nguoi dung gan VinCSS FIDO2® Touch 1 vao mdy tinh, cham vao logo

mau vang trén khod biao mat VinCSS FIDO2® Touch 1 dé thuc‘hién xac
thue hai yéu to.

- Nhap ma PIN va nhin OK.

Windows Security X
Making sure it's you
Please sign in to www.dropbox.com.
This request comes from Chrome, published by Google LLC.
Touch your security key.
Cancel
Windows Security X

Making sure it's you
Please sign in to www.dropbox.com.

This request comes from Chrome, published by Google LLC.

Please enter your security key PIN.

R

OK

Cancel

Tai liéu cong bd
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- Cham vao logo mau vang trén khoa bao mat khi nhan dugc thong béo.

Windows Security X
Making sure it's you
Please sign in to www.dropbox.com.
This request comes from Chrome, published by Google LLC.
Touch your security key.
Cancel
- Dang nhap thanh cong.
Jpgrade
i 33 Dropbox Qs & o 0
Dropbox =v Propbox 1 |
v Allfiles v reate v @ Info
ke
tarred Create suggested folders 2
Photos :: %
° L Uploaded from Google Drive Bet Upload files X b
e Family Create X
Tags
eque
&l Finances Create X
Documents Create X
s Pi i it
Photos Create X e Activity

I11.6. Xac thwe 2 yéu to véi dich vu Twitter

- Truy cap https:/twitter.com/ ddng nhép vao tai khoan. Chon Thém > Cai

dat va riéng tu.

® chadé

A" Vong két noi Twitter

Studio ngugi sang tao ndi dung v
Cac cong cu chuyén nghiép v
Cai dat va hd trg A

{&} Caidatvariéngtu
® Trungtam Trd gitip
& Hién thi

® Phim tit

Tai liéu cong bd
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- Chon Béo mét va truy cap tai khoan > Bao mit > Xac thue hai yéu to.

L 4 Cai dat «  Baomat
Q . . . Quan I bao mat ti khoan clia ban
@ Trang chi ) Tim kiém Cai dat
Xéc thuc hai yéu td
# Kham phé Tai khoan cUa ban > )
Cai thidn kha nng bao vé tai khoan clia ban khdi bi truy cip tréi phép bling cach yéu cAu phudng
2 o o . 2 thife xdc thuc thf hai ngoai mat khdu Twitter clia ban. Ban c6 thé chon mét tin nhén vén ban, (ng
O Théng béo Bao mét va truy c4p tai khoan > dung xac thyc hoic khéa bao mét @
Riéng tu va an toan > Xac thyc hai yéu t6 >
& Tinnhédn
Théng bao > N n 2 2
Bao vé mat khau bo sung
[] Déutrang Trg ning, hién thi va ngon ngr >
g ndng, 1 va ngon ngf B4t cAi @3t ndy s& ting thém tinh bio mat cho tai khoan clia ban bling cdch yéu chu t
tin dé d3t lai mt khdu cUa ban. Néu bét, ban phai cung cép sb dién thoai hodic dia chi e
E Danh Séch Ngu(xm bé sung > lién két v6i tai khodn clia minh dé ait lai mét khiu.
Bao vé dit lai mét khdu O
) 3
& Hosa . "
@ Thém

- Tai muc Xac thwe hai yéu t6, chon tinh nang Khoa bao mat.

L 4 Cai dat «  Xéc thyc haiyéu to
. Lo
© Trangchd Q Tim kiém Cai dat Xdc thyc hai yéu td
Tin nhan vén ban
A A Tai khoan cla b: .
H Khampha atkhoan cuaban ? Sirdungdién tho di dong cia ban 48 nhan tin hén van b c6 m xdc thut 4& nhap ki ban
ding nhap vao Twitter.
0 B4o mat va truy cap tai khoan >
5V Théng béo Ung dung xac thuc
Riéng tu'va an toan > Sit dung mot (ing dung xéc nhan di dong d& nhan mat ma xéc nhan dé nhap vao mdi 14n ban
& Tinnhin diing nhap vao Twitter.
Théng bao >
. Khéa bao mét O
[1 Déutrang Trg néing, hién thi va ngon ngit 5 Sitdungkh6a bao mat chen vao may tinh hoic déng bd véi thist bi di dong ciia ban khi dang
; g ' nhap Twitter. Ban s& cén sif dung thiét bi di dong hogc trinh duyét web duge hé trg. Tim hiéu
them
[E) Danhsach Ngudn b8 sung >
A Hbsc
@ Thém
bang Tweet

- O bang thong bao, chon Bt dau > Thém khoa dé bat dau qud trinh dang
ky khoa bao mat.

X .

Y

Thém khéa bao mat vao tai
Bao vé tai khoan ctia ban chi khoan Twitter cua ban

H ~ C3m khéa bao mat vao cdng USB & may tinh hodic ddng bd
trong hal bUGc khéa vdi thiét bi di dong qua Bluetooth ho#ic NFC va cham

vao khéa dé thém vao tai khoan cuia ban.
a Dong bd khéa bao mat clia ban

Ban c6 thé c&m khéa vao cong USB clia may tinh hodc dong

b héa né qua Bluetooth hodc NFC & may tinh ciia ban.
Thém khéa
e Dat tén cho khéa clia ban

Biéu nay gitip ban theo di nhidu khéa bao mat d& dang hon
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- Nhan OK dé tiép tuc.

Windows Security

Security key setup

Set up your security key to sign in to twitter.com as

This request comes from Chrome, published by Google LLC.

OK Cancel

- Két ndi khoa bao mat VinCSS FIDO2® Touch 1 vao may tinh va nhap ma
PIN cua khoa bao mat.

Windows Security

Continue setup

Please enter your security key PIN.

R

sesd 8

OK Cancel

- Cham vao logo mau vang trén khoa bao mat VinCSS FIDO2® Touch 1.

Windows Security

Continue setup

i)
Touch your security key.

Cancel

X

- Pit tén cho thiét bi khoa bao mat dé dé phan biét trong truong hop ngudi

dung str dung dong thoi nhiéu khoa, nhan Tiép theo dé xac nhan.

« Yy

Name your security key

Enter a unique name for your key, like “YubiKey” or “Bluetooth
key”.

Security key name

VinCSS FIDO2 Touch 1

Tai liéu cong bd
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j

- Piang ky thanh cong, chon Xong d¢ két thiic.

X

L

Ban da dudc thiét lap

Gi& day, ban c6 thé sif dung khéa bao mét ctia minh bét cf
lic nao dang nhap vao Twitter.

Luu ma sao Iuu sif dung mdt lan nay & ndi an toan
=Ly
M3 sao Iuu nay cho phép ban dang nhéap vao Twitter néu

ban khéng truy cap dudc vao bét clf phudng thifc xac thuc
hai yéu t6 nao clia ban

Nhan ma sao Iuu

- Pé kiém tra ludng dang nhap, truy cap vao https:/twitter.com/ roi dang
nhap bang tai khoan va mat khau.

X y

Nhap mat khau cta ban

Khéng c6 tai khoan? Dang ky

- Két ndi khod bao mat VinCSS FIDO2® Touch 1 vao may tinh, réi cham
vao logo mau vang trén khoa bao mat dé hoan tit qua trinh ding nhép.

Windows Security X
Making sure it's you
Please sign in to twitter.com.

This request comes from Chrome, published by Google LLC.

8

Touch your security key.

Cancel
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- Man hinh hién thi dang nhap thanh cong.

# O €

@m0 &

Do

©

Trang cha
Kham pha
Théng bao
Tin nhén
D3u trang
Danh sach
H6 so

Thém

Pang Tweet

Trang cht

Danh cho ban

° Chuyén gi dang xay ra?

M ® - © @B

@ YouTube da thich

QO 12 0 3

YouTube TV i @YouTubeTV - 12 gids
oL The number « place to watch NFL football on Sunday. yt.be/XrZmH

Pang theo doi

Hién thj 15 Tweet

Q 36 il 32,8N &
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